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THIS SESSION IS INTERACTIVE!

Feel free to ask questions,
make comments, participate
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About AWS CIRT
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AWS Customer Incident Response Team (CIRT)

A specialized team that assists and advises customers during suspected
active security events, on the customer’s side of the AWS Shared
Responsibility Model

25 C§> @\ K]

Global team 24/7, follow- Assist and advise customers Assist in root cause Provide advice to
the-sun model with active triage and analysis of a customer’s customers for long-term
recovery from their security =~ AWS service logs for their recovery from their
event on AWS active security event active security event
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Statistics
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Threat actors use which initial access method
most often?

Cross-account Vulnerable
permissions web apps

Brute force

Lost/leaked access

keys/credentials Open S3 buckets




Threat actors use which initial access method
most often?

Lost/leaked access
keys/credentials
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Threat actors use which initial access method

most often?
88% 66%

valid IAM credentials
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Threat actors use which initial access method

most often?
88% 66%

valid IAM credentials

Lost/leaked access
keys/credentials 1
Z 1/3

of those are root credentials
[20% of all initial access method use]
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Threat actors use which initial access method

most often?
88% 66%

valid IAM credentials

Lost/leaked access
keys/credentials 1
Z 1/3

of those are root credentials
[20% of all initial access method use]

. Public-facing EC2 instance
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Threat primary tactics

Resource hijack Ransom events

Opportunistic
destruction

A zero trust strategy
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Get the keys

aws

]

Access key best practices & alternatives .

Avold using long-term credentials like access keys to Improve your security. Consider the following use cases and alternatives.

Use case

@ Command Line Interface (CLI)
You plan to use this access key to enable the AWS CLI to access your AWS account.

O Local code

You plan to use this access key to enable application code in a lecal development environment to access your
AWS account.

() Application running on an AWS compute service
You plan to use this access key to enable application code running on an AWS compute service like Amazon EC2,
Amazon ECS, or AWS Lambda to access your AWS account.

(O Third-party service
You plan to use this access key to enable access for a third-party application or service that menitors or manages
your AWS resources.

() Application running outside AWS
You plan to use this access key to authenticate workloads running in your data center or ather infrastructure
outside of AWS that needs to access your AWS resources.

() Other

Your use case is not listed here.

/A Alternatives recommended

* Use AWS CloudShell, a browser-based CLI, to run commands. Learn more [

» Use the AWS CLI V2 and enable authentication through a user in 1AM Identity Center. Learn more [4

\
Confirmation
[C] 1understand the above recommendation and want to proceed to create an access key.

© 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Valid cloud credentials



If keys are posted on GitHub, how long until they
are used?

#1 #2 #3

Minutes, if not
4 hours
seconds

aws



GitHUb Initial access

Valid cloud credentials

Minutes, if not

seconds

#5 |
Prevent secre

git:(branch_name) git push

remote: error GHOO9: Secrets detected!
This push failed.

https://thehackernews.com/2024/03/qithub-rolls-out-default-secret.html
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Current threat actor tactics
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DISCLAIMER:

Tactics and techniques presented
do not constitute vulnerabilities
within AWS
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Resource hijacking: Premise e

Resource hijacking
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Resource hijacking: Premise e

Resource hijacking

1) Threat actor obtains access to AWS
account or hosted resource
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| Resource hijacking: Premise

Impact
Resource hijacking

O Product ~ Solutions ¥ Open Source ~ Pricing Search or jump to...

1) Threat actor obtains access to AWS
account or hosted resource

2) Threat actor will mine cryptocurrency
from the resource

README

AWS Crypto Miner

CloudFormation template for mining Ravenceoin (RVN), Ergo (ERG), Kaspa (KAS), and Ethereum Classic (ETC)
altcoins on AWS GPU-enabled EC2 instances, with a support for payouts in Bitcoin (BTC)

Important!

Quick start

1. Ha our BTC wallet address ready for payouts (even if mining RVN, ERG, KAS, or ETC).

2. Login to your AWS account.

aWS © 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Resource hijacking: Premise

Impact
Resource hijacking

O Product ~ Solutions ¥ Open Source ~ Pricing Search or jump to...

1) Threat actor obtains access to AWS
account or hosted resource

/ aws-crypto-miner ' Public

P master ~

2) Threat actor will mine cryptocurrency
from the resource

L1 .gitignore

] Makefile

3) Resources created in AWS account:

L template-cust

U templat

o RunInstances
[J README

. CreateStack

e CreateCluster AWS Crypto Miner

CloudFormation template for mining Ravenceoin (RVN), Ergo (ERG), Kaspa (KAS), and Ethereum Classic (ETC)
altcoins on AWS GPU-enabled EC2 instances, with a support for payouts in Bitcoin (BTC)

Important!

Quick start

1. Have your BTC wallet address ready for payouts (even if mining RVN, ERG, KAS, or ETC).

2. Login to your AWS account.
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Resource hijacking: Premise

Impact
Resource hijacking

O Product ~ Solutions ¥ Open Source ~ Pricing Search or jump to...

1) Threat actor obtains access to AWS —
account or hosted resource

2) Threat actor will mine cryptocurrency
from the resource

3) Resources created in AWS account;

- RunInstances
. CreateStack
e CreateCluster AWS Crypto Miner

(1] README

CloudFormation template for minin in (RVN), Ergo (ERG), Kaspa (KAS), and Ethereu assic

4) Resources created in unused
AWS Regions '

Quick start

1. Have your BTC wallet address ready for payouts (even if

2. Login to your AWS account.

aWS © 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Resource hijacking: Mitigations bbb

Resource hijacking

« Use SCPs to prevent resource creation — especially in unused Regions

« Apply principle of least privilege to assigned permissions



SubDomain takeover: Premise N

Defacement
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SubDomain takeover: Premise N

Defacement

1) Customer has CNAME pointing to a resource (S3 bucket, EC2
instance, Elastic IP)
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Defacement

1) Customer has CNAME pointing to a resource (S3 bucket, EC2
instance, Elastic IP)

2) The resource is deleted, but the CNAME still exists



SubDomain takeover: Premise N

Defacement

1) Customer has CNAME pointing to a resource (S3 bucket, EC2
instance, Elastic IP)

2) The resource is deleted, but the CNAME still exists

3) Threat actor creates a resource that the CNAME still points to



SubDomain takeover: Premise



SubDomain takeover: Premise

Customer
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SubDomain takeover: Premise

S3 bucket
Customer s3-newco-random
aWS © 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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SubDomain takeover: Premise

S3 bucket S3 bucket configured as static website
=5 = &
Customer s3-newco-random http://s3-newco-random

.S3-website-us-east-1.amazonaws.com
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SubDomain takeover: Premise

S3 bucket

5 =

Customer s3-newco-random

aws
S—7
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S3 bucket configured as static website

&,
http://s3-newco-random
.S3-website-us-east-1.amazonaws.com

=)

CNAME pointing to S3 bucket
configured as static website

CNAME: app1.newco.com

points to:
http://s3-newco-random

.S3-website-us-east-1.amazonaws.com



http://s3-newco-random.s3-website-us-east-1.amazonaws.com/

SubDomain takeover: Premise

S3 bucket

P

Customer s3-newco-random

aws
S—7
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S3 bucket configured as static website

o
http://s3-newco-random
.S3-website-us-east-1.amazonaws.com

=)

CNAME pointing to S3 bucket
configured as static website

CNAME: app1.newco.com

points to:
http://s3-newco-random

.S3-website-us-east-1.amazonaws.com



http://s3-newco-random.s3-website-us-east-1.amazonaws.com/

SubDomain takeover: Premise

S3 bucket

P

Customer s3-newco-random

aws
S—7

Threat
actor
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S3 bucket configured as static website

o
http://s3-newco-random
.S3-website-us-east-1.amazonaws.com

=)

CNAME pointing to S3 bucket
configured as static website

CNAME: app1.newco.com

points to:
http://s3-newco-random

.S3-website-us-east-1.amazonaws.com



http://s3-newco-random.s3-website-us-east-1.amazonaws.com/

SubDomain takeover: Premise

S3 bucket

P

Customer s3-newco-random

aws

]

S3 bucket
recreated

o

s3-newco-random

Threat
actor
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S3 bucket configured as static website

o
http://s3-newco-random
.S3-website-us-east-1.amazonaws.com

=)

CNAME pointing to S3 bucket
configured as static website

CNAME: app1.newco.com

points to:
http://s3-newco-random

.S3-website-us-east-1.amazonaws.com



http://s3-newco-random.s3-website-us-east-1.amazonaws.com/

SubDomain takeover: Premise

S3 bucket S3 bucket configured as static website CNAME pointing to S3 bucket
configured as static website

Y ‘L » VA . ‘L »
Customer s3-newco-random http://s3-newco-random CNAME: app1.newco.com
.5s3-website-us-east-1.amazonaws.com

points to:
http://s3-newco-random
.S3-website-us-east-1.amazonaws.com

S3 bucket S3 bucket configured as static website
recreated with malicious content
5 = 5,
Threat
3ctor s3-newco-random http://s3-newco-random
.s3-website-us-east-1.amazonaws.com
aWS © 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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SubDomain takeover: Premise

S3 bucket

W =

Customer s3-newco-random

aws

]

S3 bucket
recreated

= =

s3-newco-random

Threat
actor
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S3 bucket configured as static website

o
http://s3-newco-random
.S3-website-us-east-1.amazonaws.com

S3 bucket configured as static website
with malicious content

=)

CNAME pointing to S3 bucket
configured as static website

CNAME: app1.newco.com

points to:
http://s3-newco-random

.S3-website-us-east-1.amazonaws.com

—

http://s3-newco-random
.S3-website-us-east-1.amazonaws.com



http://s3-newco-random.s3-website-us-east-1.amazonaws.com/

SubDomain takeover: Mitigations
e Review hosted zones and delete unused CNAMEs

« When de-provisioning, remove CNAMEs first



Data destruction: Premise
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Data destruction: Premise i

Data destruction

1) Threat actor obtains access to AWS account or resource (Amazon S3
or Amazon RDS)
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Data destruction: Premise i

Data destruction

1) Threat actor obtains access to AWS account or resource (Amazon S3
or Amazon RDS)

2) Threat actor will attempt to delete resources or data
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Data destruction: Premise i

Data destruction

1) Threat actor obtains access to AWS account or resource (Amazon S3
or Amazon RDS)

2) Threat actor will attempt to delete resources or data

3) Resources deleted in AWS account:

DeleteBucket

DeleteObject

DeleteDBInstance
DeleteDBCluser
DeleteDBSnapshot
AuthorizeSecurityGrouplIngress

aWS © 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Data destruction: Mitigations ablo

Data destruction

Apply and review policies (resource policies and lifecycle policies),
S3 Object Lock

Principle of least privilege

Use and test backup methodologies



IMDSvV1 credential access: Premise i, T

Unsecured credentials
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IMDSV1 credential access: Premise i, T

Unsecured credentials

1) Threat actor obtains ability to obtain IMDSv1 credentials
from resource
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IMDSvV1 credential access: Premise i, T

Unsecured credentials

1) Threat actor obtains ability to obtain IMDSv1 credentials
from resource

2) Threat actor exports and uses credentials
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IMDSvV1 credential access: Premise

08| AWS account

Virtual private cloud (VPC)

. Public subnet

Web application Attached
Threat on EC2 role (webdev)
actor
aWS © 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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IMDSvV1 credential access: Premise

08| AWS account

Virtual private cloud (VPC)

. Public subnet

N
7
Use SSRF to exploit web application
Threat on EC2 role (webdev)
=la{o]g
aWS © 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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IMDSvV1 credential access: Premise

08| AWS account

Virtual private cloud (VPC)

. Public subnet

N
7
Use SSRF to exploit web application
vulnerability Web application Attached
Threat on EC2 role (webdev)
actor ] . .
Obtain credentials using IMDSv1 API
aWS © 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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IMDSvV1 credential access: Premise

08| AWS account

Virtual private cloud (VPC)

. Public subnet

N
7~

Use SSRF to exploit web application

Threat on EC2 role (webdev)
actor
Obtain credentials using IMDSv1 API
Use credentials to access AWS account
aWS © 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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IMDSvV1 credential access: Premise



| IMDSv1 credential access: Premise

v SSRF Demo x + = [m] X

<« (&) £\ Not secure | tdir-webappa-53métiqgfres-1313834843.us-east-1.elb.amazonaws.com % d £ Incognite (2)

Image Rendering Page

‘Welcome to the Image Rendering Page. Enter the URL of a website to display the image from the site!

Enter URL here to display image from

aWS © 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved.
S



| IMDSv1 credential access: Premise

aws
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v

Customers also bought these

B} Amazon Official: All-New Echo

X

+

Cc 25 amazon.com/All-New-Echo-Dot-Kids-Glow/dp/BOBF2KWMYY?ref=amzdv_tplus_dp_dsk_bdldp_BO7KRY43KN_BOBF2KWMYY

Limited time deal
524 99

List: $45-99

Get it as soon as Saturday,
Jun 15

FREE Shipping on orders over
$35 shipped by Amazon

“limate Pledge Friendly

© 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved.

items from Amazon Devices

Open link in new tab
Open link in new window

Open

Create QR Code for this image

Save link as...

Copy link address

Open image in new tab
Save image as...

Copy image

Copy image address

S

Search image with Google

time deal

orders over

Limited time deal
$149. 99

List: 848589

Get it as soon as Saturday,
Jun 15

FREE Shipping by Al

Limited time deal
564 .99

Get it as soon as Saturday,
Jun 15

FREE Shipping by Amazon

nate P e Friendly
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| IMDSvV1 credential access: Premise

v ﬂ Amazon Official: All-New Echo X 518cRYanpbL. AC UL165_ SR16° X + e O X
€ C °-; images-na.ssl-images-amazon.com/images/I/518cRYanpbL._AC_UL165_SR165,165_jpg bhd £ Incognito

L3
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| IMDSvV1 credential access: Premise

A4 SSRF Demo x ar - O *

< C A\ Notsecure  tdir-webappa-obspejgtunsi-557462008.us-east-1.elb.amazonaws.com ¥ & Incognito (2)

Image Rendering Page

‘Welcome to the Image Rendering Page. Enter the URL of a website to display the image from the site!

Enter URL here to display image from site

Entering image
link in text box

aWS © 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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IMDSvV1 credential access: Premise

v demo.php (165x165) X + - O X

&« > C /A Not secure tdir-webappa—obspejgtunsi—557462008.us-east-1.elb.amazonaws.comz’demo.php?site=§1ttps%3A%2F%ZFimages—na.ssl—images—am... Eﬁ' & Incognito 2)

- E
/ / \"&\
J \
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| IMDSvV1 credential access: Premise

@) sdevera@SEA-1301401059: ~

i~4 ~
:~% curl [‘http://tdir-webappa-53metiggfres-1313834843.us-east-1.elb.amazonaws.comydemo.php?site=http://169.254.169.254/latest/meta-data”

ami-id
ami-launch-index
ami-manifest-path
block-device-mapping/

events/ .
hostname
iam/
identity-credentials/
instance-action
instance-id
instance-life-cycle
instance-type
local-hostname
local-ipva

mac

metrics/

network/

placement/

profile
public-hostname
public-ipva
reservation-id
security-groups
services/

system

URL of IMDS

aWS © 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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IMDSvV1 credential access: Premise

%
%
i~% curl "http://tdir-webappa-53m6tiqgfres-1313834843.us-east-1.elb.amazonaws.com/demo.php?site=

http://169.254.169.254/1latest/meta-data/iamfsecurity-credentials/webdev’

{
"Code" : "Success",
"LastUpdated"” : "2024-85-25T22:46:55Z", = : —ee
L] L1 L1 L] e ‘Et o crede t als I..I._ a
Type" : "AWS-HMAC", eque |ﬂ;_1|;1|§;v:n ials from
'AccessKeyId" : JASIA ", .
'SecretAccesskey] : " - "
"Token™ : " B
u
|
| | | |
n R
"Expiration” : "2024-05-26T@5:10:18Z"
}
i~%
i~%
aWS © 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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IMDSvV1 credential access: E M
M itigatiOnS Unsecured credentials

aws, © 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved



| IMDSvV1 credential access: i R
M itigatiOnS Unsecured credentials

° .U.s.e req u i re I M D SVZ Modify instance metadata options

IMDSv2 uses session-oriented requests. With session-oriented requests, you create a
session token that defines the session duration, which can be a minimum of 1 second
and a maximum of & hours. Learn more [}

Instance 1D

¥ i-0b7 34dbd7a660 (test) - . ) .
Set to 'Required

Instance metadata service

Enable

IMDSv2
() Optional

M\ Ensure that your instance is making no IMDSv1 calls before setting IMDSv2 to
required. IMDSv1 calls are recorded by the MetadataMoToken metric in
Cloudwatch. View MetadataNoToken for your instance [

aWS © 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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| IMDSvV1 credential access: i R
M itigatiOnS Unsecured credentials

° .U.s.e req u i re I M D SVZ Modify instance metadata options

IMDSv2 uses session-oriented requests. With session-oriented requests, you create a
session token that defines the session duration, which can be a minimum of 1 second

° U Y = p ri N Ci p le .Of lea St p rivi leg e on E C2 and a maximum of 6 hours. Learn more [
I n Sta n Ce p rOfI l,e Instance 1D

¥ i-0b7 1 4dbd7aBE0 (test) - . ) .
Set to 'Required
Instance metadata service

Enable

IMDSv2
() Optional

M\ Ensure that your instance is making no IMDSv1 calls before setting IMDSv2 to
required. IMDSv1 calls are recorded by the MetadataMoToken metric in
Cloudwatch. View MetadataNoToken for your instance [

aWS © 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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| IMDSvV1 credential access: i R
M itigatiOnS Unsecured credentials

« Use require IMDSv2

» Use principle of least privilege on EC2
instance profile

» Use the
aws:EC2InstanceSourceVPC
or
aws:EC2InstanceSourcePrivate
IPv4 global condition keys in Service
Control Policies

aWS © 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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GetFederationToken: Premise R
credentials

1) Credentials exported

 $ t AaCCE KEY 1l ) OR
e LR RLLES Kt
g port FA R 1
>
- 1
> | ier t
| FYOOSU L
TeCc A ‘
Pl
| 1 7 \.‘ - - 1 ~ 2
Yy
| J
aWS © 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved.

S —]



GetFederationToken: Premise

2) Federation token generated

sdeHEﬁa@SEi—18@1ﬂ91@59:n§

devera@SEA-18614616859:~% aws sts get-federation-token --name HIDDEN _DUE_TO SECURITY_REASONS --duration-seconds 129666
-policy-arns arn=arn:aws:iam::aws:policy/AdministratorAccess

1
"Credentials”: {
"AccessKeyId": " ",
"SecretAccessKey": " . - ' ",
"SessionToken™: ™! n n n
|
I ] ] | || | |
] m m E = m m Em m
u
B ] [ ] ] ] ] | ] ] |
| ] |
"Expiration”: "2823-106-86T89:45:67+00:06"
}s
"FederatedUser”: {
"FederatedUserId”: "©36893328541:HIDDEN_DUE_TO SECURITY_ REASONS™,
"Arn": "arn:aws:sts::836893328541:federated-user/HIDDEN DUE_TO SECURITY_REASONS"
| } ,
I "PackedPolicySize": 7
aWS © 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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GetFederationToken: Premise

3) Threat actor exports and assumes federation token credentials

$ export AWS_ACCESS_KEY_ID=ASIF
AWS_ :~% export AWS_SECRET_ACCESS_KEY=
t AWS :~% export AWS_DEFAULT_REGIOM=us-east-1
:~% export AWS_SESSION_TOKEMN=I

Exporting
credentials

S
:~% aws sts get-caller-identity
d
"UserId”: "©36893328541:HIDDEN DUE_TO SECURITY REASOMNS™,
"Account™: "@36893328541",
"Arn": "arn:aws:sts::836893328541:federated-user/HIDDEN _DUE_TO SECURITY REASONS"
} _
$
aWS © 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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| GetFederationToken: Premise

:~% export AWS_ACCESS_KEY IA

ALS_ :~$ export AWS_SECRET_ACCESS_KEY=

t AWS :~% export AWS DEFAULT_REGION=us-east-1
:~% export AWS_SESSION_TOKEN=

4) Use exported )
credentials from | _

aws sts get-caller-identity

federation token s e e et e s

"Account”: »

A

"Arn": "arn:aws:sts:: :federated-user/HIDDEN_DUE_TO_SECURITY_REASONS"
I
%
:~% aws 53 ls
2023-089-21 14:16:19 cloudtrailawslogs- -amok46uu-isengard-do-not-delete

2023-89-22 ©8:58:39 do-not-gdélete-gatedgarden-audit-

.
P

CloudTrail @ Introducing CloudTrail Lake
CloudTrail Lake lets you query multiple event fields in your logs, across all regions, for auditing and analysis. Learn more [4

Dashboard

Event history \r name =
HIDDEN_DUE_TO_SECURITY_REASONS

Details info

Event time
October 04, 2023, 18:07:48 (U
Source IP addr
12.116.165.10
ame Event ID
ListBuckets 2db69531-b828-4133-8957-6f3835f5ab81
Eve 3 Request ID

aWS © 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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GetFederationToken: Premise

 The session name or ‘user
name’' can be changed

 Still need to review actions
by ‘masked’ user

aWS © 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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GetFederationToken: Mitigations
» GetSessionToken also used
- Generally considered unauthorized if observed

- With both GetFederationToken and
GetSessionToken, you can delete the originating
access key and the session will persist

- Can delete/recreate the user

aWS © 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved
S



GetFederationToken: Mitigations

- Apply inline policy to IAM user (deny based on

aws:TokenIssueTime)

I
L

aWS © 2024, Amazon Web Services
S

'Version”:

"2012-1@-17",

"Statement": {

"Effect”: "Deny",
ol o it |3 gl

"Resource": "*",
"Condition": {

"DatelessThan":

, Inc. or its affiliates. All rights reserved.

{"aws:TokenIssueTime":

Time in IS0 8601 format
based on time of
GetFederationToken
event

‘

"2014-05-87T23:47:0072"}




Novel threat actor tactics

aws
2



| Create account: Premise Defense evasion

Unused/unsupported
cloud regions

1) Threat actor creates an account
in an AWS organization el

Add an AWS account

AWS accounts
You can add an AWS account to your organization either by creating an account or by inviting one or more existing AWS accounts to join your

organization.

Palicies O Create an AWS account O Invite an existing AWS account

Create an AWS account
Organization ID

bmdvdjb
AWS account name

Email address of the account's owner

IAM role name
T+

| OrganizationAccountAcc

Tags
T

Cancel

aWS © 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved.
S



Create account: Premise

1) Threat actor creates an account
iIn an AWS organization

2) Created account is used for
defense evasion, resource
hijacking

aws

© 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved.
S

Defense evasion

Unused/unsupported
cloud regions

AWS Organizations X

Add an AWS account

AWS accounts

You can add an AWS account to your organization either by creating an account or by inviting one or more existing AWS accounts to join your
organization.

reate an AWS account

Create an AWS account

AWS account name

Email address of the account's owner unt within

Add tag

an add 50

Cancel Create AWS account



Create account: Alternative Defense evasion

Unused/unsupported
cloud regions

1) Threat actor creates a standalone
account with a stolen credit card

aWS © 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved.
S



| Create account: Alternativ Defense evasion

Unused/unsupported
cloud regions

1) Threat actor creates a standalone
account with a stolen credit card e

AWS accounts Add an AWS account

You can add an AWS account to your erganization either by creating an account or by inviting one or more existing AWS accounts to join your
organization.

Create an AWS account

© Invite an existing AWS account

T e e I tole e orom e

Email address or account ID of the AWS accounts to invite

AWS organization —

Message to include in the invitation email message

d in the emai

Add tag

Cancel

aws

© 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved.
S



Create account: Premise Defense evasion

Unused/unsupported
cloud regions

1) Threat actor can remove
OrganizationAccountAccessRole

aWS © 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved.
S



Create account: Premise

1) Threat actor can remove
OrganizationAccountAccessRole

2) Victim can apply SCPs, but
this prevents new actions

(existing threat actor resources
not affected)

aWS © 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved
S

Defense evasion

Unused/unsupported
cloud regions



Create account: Premise

1) Threat actor can remove
OrganizationAccountAccessRole

2) Victim can apply SCPs, but
this prevents new actions
(existing threat actor resources
not affected)

3) May need support case to
remove account

aWS © 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved
S

Defense evasion
Unused/unsupported
cloud regions



Create account: Premise Defense evasion

Unused/unsupported
cloud regions

1) Threat actor can remove
OrganizationAccountAccessRole Remove acsount e (42

organization?

2) Victim can apply SCPs, but
this prevents new actions
(existing threat actor resources
not affected)

3) May need support case to
remove account

aWS © 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved.
S



Create account: Mitigations Defense evasion

Unused/unsupported
cloud regions

» Create custom groups or roles

- Use principle of least privilege to restrict
account creation

- Amazon CloudWatch alarm/SCP for
InviteAccountToOrganization API call

aWS © 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved.
S



Lifecycle deletion: Premise —

Data destruction

1) Threat actor uses S3 lifecycle
policies to set parameters to
delete objects within 1 day

aws, © 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved



| Lifecycle deletion: Premise mpact

Data destruction

1) Threat actor uses S3 lifecycle
policies to set parameters to
delete objects within 1 day

"requestParameters":
"lifecycle™: "
"bucketName":
" ycleConfiguration™: {
"xmins": "http://s3.amazonaws.com/doc/2006-03-01/",
"Rule": {
"Status’
"Filte
"Noncu
"Noncurr
2
"Expiration”: {
"Days": 1
L
"ID": "Delete_all_Oct",
"AbortincompleteMultipartUpload

Policy sets parameter
minimum value

-l.amazonaws.com

aWS © 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved.
S



| Lifecycle deletion: Premise

Impact
Data destruction

1) Threat actor uses S3 lifecycle
policies to set parameters to
delete objects within 1 day

2) Form of data destruction

"bucketName":
" ycleConfiguration™: {
"xmins": "http://s3.amazonaws.com/doc/2006-03-01/",
"Rule": {

"Status’

"Filte

"Noncu

"Noncurr
1
» Policy sets parameter
minimum value

"Expiration”; {
"Days": 1

1
I

"ID": "Delete_all_Oct",
"AbortincompleteMultipartUpload

-1l.amazonaws.com”

aWS © 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved.
S



| Lifecycle deletion: Premise mpact

Data destruction

1) Threat actor uses S3 lifecycle
policies to set parameters to
delete objects within 1 day

1.4 Darwin/22.6.0 so m f n api.put-bucket-

2) Form of data destruction

"LifecycleConfiguration™: {

"xmins": "http://s3.amazonaws.com/doc/2006-03-01/",
"Enabled”,

Expiration™: {

Policy sets paran
minimun

"Expiration”; {

3) Bypasses permissions and e
detections against
DeleteObject

amazona

aWS © 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved.
S



Lifecycle deletion: Mitigations e

Data destruction

- Apply SCPs to prevent use of PutBucketLifecycle
- Use principle of least privilege

« AWS Config rule for s3-1ifecycle-policy-check

aws, © 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved



SMS pumping: Premise e

Resource hijacking

1) Threat actor obtains block of high rate SMS phone numbers from
telecom provider

2) Threat actor identifies service that sends SMS text messages

3) Service used to send numerous text messages

aws, © 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved



SMS pumping: Premise e

Resource hijacking

4) Amazon Cognito used

aws, © 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved



SMS pumping: Premise

4) Amazon Cognito used

5) APIls observed are SignUp or
ResendConfirmationCode

aWS © 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved.
S

Impact
Resource hijacking

Confirmation step is
abused by
unauthorized user

Sign-up

ks / User import

Lambda Trigger: » _
Pre Sign-up Admin ' Conflrm via
Confirm email/phone

Reset password

Disable Enable

Admin Create User

Delete

(deleted)



SMS pumping: Mitigations e

Resource hijacking

- Change attribute verification and user account confirmation
- Apply AWS WAF to present CAPTCHA

« Apply web ACL rule to inspect request body and match the
SMS area code

- Amazon Fraud Detector (may require rearchitected solution)



Leave organization: Premise

1) Threat actor attempts to leave
an AWS organization

aWS © 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved
S

Defense evasion
Indicator removal



| Leave organization: Premise B S

Indicator removal

1) Threat actor attempts to leave
an AWS organization

AWS Organizations \ g > Dashboard

Dashboard

Dashboard

Invita Organization details

Leave organization

If you leave the organization, you become responsible for all billing charges related to this account. If you want to rejoin the organization,
you must receive and approve a new invitation. Learn more [4

aWS © 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved.
S



Defense evasion
Indicator removal

| Leave organization: Premise

1) Threat actor attempts to leave
an AWS organization

AWS Organizations \ anizati Dashboard

Dashboard

Dashboard

Invita Organization details

2) Prevents SCPs from being o
applied, used for resource
hijacking

Leave org

If you leave the organization, you become responsible for all billing charges related to this account. If you want to rejoin the organization,
you must receive and approve a new invitation. A

aWS © 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved.
S



| Leave organization: Premise

1)

2)

)

aws
S—7

Threat actor attempts to leave
an AWS organization

AWS Organizations

Dashboard

Invitations

Prevents SCPs from being
applied, used for resource
hijacking

Form of defense evasion,
AWS billing reports migrate

© 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved.

Defense evasion
Indicator removal

WS Organizations » Dashboard

Dashboard

Organization details

Organization ID

Management a

organization's accounts through consolidated billing.

Leave organization ave this org

If you leave the organization, you become responsible for all billing charges related to this account. If you want to rejoin the organization,
you must receive and approve a new invitation. Learn more [4




Leave organization: Mitigations

« Apply SCPs to prevent LeaveOrganization API
call in member account

 Use principle of least privilege to limit use of
RemoveAccountFromOrganization In
management account

aWS © 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved.
S

Defense evasion
Indicator removal



Create identity provider: st
Premise Create account

1) Threat actor gains access to an
AWS organization

aws, © 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved



Create identity provider: st
Premise Create account

1) Threat actor gains access to an
AWS organization

IAM Identity Center
(successor to AWS Single

2) AWS IAM Identity Center fflig:a-;en\avorkforceaccessto

multiple AWS accounts and

enabled to provision access Cemtons
to accounts e e

aWS © 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved.
S



Create identity provider: st
Premise Create account

1) Threat actor gains access to an
AWS organization

IAM Identity Center
(successor to AWS Single

2) AWS IAM Identity Center fflig:a-;en\avorkforceaccessto

multiple AWS accounts and

enabled to provision access Cemtons
to accounts e e

3) Adds extra steps to containment

aWS © 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved.
S



Create identity provider: LU
Alte rnative Create account

3) Access to a specific account/s
within an AWS organization



Create identity provider: LU
Alte rnative Create account

Identity and Access ¥ AM > Identity providers

3) Access to a specific account/s IR y——————

kes it easy to centrally mana multiple AW nts and provide users with single sign-o

within an AWS organization e

Identity providers (1) wfo

Provider

4) I|AM used to add a SAML or
OpenlIDC provider

aws

© 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved.
S



Create identity provider: LU
Alte rnative Create account

3) Access to a specific account/s
within an AWS organization

4) I|AM used to add a SAML or
OpenlIDC provider

5) Look for CreateSAMLProvider

or CreateOIDCProvider events
in AWS CloudTrail

aWS © 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved.
S



Create identity provider:
Mitigations

- Remove identity provider from
|AM Identity Center or IAM

Persistence
Create account



Create identity provider: st
Mitigations Create account

- Remove identity provider from
|AM Identity Center or IAM

- Use Amazon EventBridge to
watch for Startsso,
CreateSAMLProvider oOr
CreateOIDCProvider events
in CloudTrail

aWS © 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved.
S



Laravel framework access: nitalaccess
Premise application ol ’

% Laravel a
%,
The PHP Framework
for Web Artisans

N

Larav: oplication framework with expre
syntax

without sweating the small things.

GET STARTED WATCH LARACASTS

aWS © 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved.
S



Laravel framework access: nitslaccess
Premise application o )

1) Threat actor identifies vulnerable
version of Laravel

« CVE-2021-3129
* Debug mode

aWS © 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved.
S



Laravel framework access: Initial access

Exploit public-facing

Pl‘emise application

1) Threat actor identifies vulnerable
version of Laravel

« CVE-2021-3129
* Debug mode

2) Debug mode allows access to .env file

aWS © 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved.
S



Laravel framework access: LR
Premise application ol ’

1) Threat actor identifies vulnerable
version of Laravel

« CVE-2021-3129
* Debug mode

2) Debug mode allows access to .env file

WORD=null
ull
ull
{APP_NAME}"

3) .env configured with AWS credentials

USTER=mtl

USHER_APP_KEY}"
PUSHER_APP_CLUSTER}"

aWS © 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved.
S



Laravel framework access: LR
Premise application i i

3) For server in debug mode, specific
data sent generates a debug file

aws, © 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved



Laravel framework access: LR
Premise application ol ’

3) For server in debug mode, specific
data sent generates a debug file

4) File contains .env variables including
AWS CrEdentialS : ] <td'>'= $ cat lf;;:?iaijump grep -A 1 AWS_ACCESS_KEY

<td»<pre class=sf-dump id=sf-dump-639857879 data-indent-pad=" ">"<span class=sf-dump-str title="11 characters”
>AKIAEXAMPLE</span>"

<td» _ID</td>
<td><pre class=sf-dump id=sf-dump-1669199535 data-indent-pad=" "»>"<span class=sf-dump-str title="11 characters
">AKIAEXAMPLE4/sgan>"

$
5 $ cat laravel.dump |grep -A 1 SECRET_ACCESS_KEY
<td>AWS_ </td>
<td><pre class=Sfsdump id=sf-dump-1009587608 data-indent-pad=" "»>"<span class=sf-dump-str title="11 characters
">AKIAEXAMPLE</span>"

<td>AWS_ < /TN
<td»<pre class=sf-dump id=sf-dump=~8746713682 data-indent-pad=" ">"<span class=sf-dump-str title="11 characters"

>AKTAEXAMPLE4/ span>"

AU A U A

aWS © 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved.
S



Laravel framework access: alaccess
MitigatiOnS application

 Confirm Laravel is up-to-date and fully patched
» Disable debug mode in production — set APP DEBUG = FALSE
- Use principle of least privilege for credentials in Laravel .env

- AWS Secrets Manager for hardcoded secrets



CloudTrail modification:
Premise

1) Threat actor gains access to
AWS account

aWS © 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved
S

Defense evasion
Impair defenses



CloudTrail modification: e
Premise Impair defenses

1) Threat actor gains access to
AWS account

Management events

ty for ind for all current and future r

2) Modifies CloudTrail using
PutEventSelectors

API activity rents

[ Exclude AWS KMS events

[ Exclude Amazon RDS Data APl events

Cancel Save changes

aWS © 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved.
S



CloudTrail modification: e
Premise Impair defenses

1) Threat actor gains access to
AWS account "eventSDurce":"cluudtmil.amazunaWjiL___ PUtEventSelectors

"eventMame": "PutEventSelectors”, event record
"awsRegion": "us-west-2",

"sourcelPAddress": "

"userAgent”: "AWS Interpal”,

"requestParameters"™ {

2) Modifies CloudTrail using
PutEventSelectors

u n
"includeManagementEvents™%gue, \ CloudTrail
"dataResources": [] trail name
"excludeManagementEventSources™

Event selector set to

3) Prevents logging of
mutating events

aWS © 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved.
S



CIOUdTrail mOdification: Defense evasion
Alte rnative Impair defenses

1) Threat actor gains access to
AWS account

2) Modifies CloudTrail using
PutEventSelectors

aws, © 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved



CloudTrail modification:
Alternative

1)

2)

3)

aws

S —]

Threat actor gains access to
AWS account

Modifies CloudTrail using
PutEventSelectors

Prevents logging of
management events

© 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved.

Defense evasion

@ Mo additional charges apply to log management even

|| Exclude AWS KMS

] Exclude Amazon RDS Data APl events

Impair defenses

ts on this trail be




ClOUdTrail mOdification: Defense evasion
Alte rnative Impair defenses

1) Threat actor gains access to

"eventSource": "cloudtrail.amazonaws.com”,

PutEventSelectors
AWS a CCO t "eventName": "PutEventSelectors”, - - t s
l,ll l event record

"awsRegion": "us-west-2",
"sourcelPAddress": "
"userAgent”: "AWS Internal”,

2) Modifies CloudTrail using . \
P u t E \VASEN! t S e l eC t Ors "readWriteType": "ALl", S

"includManagementEens": ase,

‘ "dataResources": [
{
"type": "AWS::S3::0Object",
"values": [

3) Prevents logging Of :l : 2 e —_— mc.\udex’\“.almagc':me.'th'/ents

trail name

Event selector with

- Fale o
Lo 1aise

management events

aWS © 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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CloudTrail modification: pefense evasion
MitigatiOnS Impair defenses

« Use SCPs to restrict CloudTrail modification including
use of PutEventSelectors API

- Consider AWS Config remediation rules for CloudTrail



LLM resource hijacking: Premise i

Resource hijacking

1) Threat actor obtains access to AWS account

aws, © 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved



LLM resource hijacking: Premise i

Resource hijacking

1) Threat actor obtains access to AWS account

2) Threat actor enables access to LLMs
through Amazon Bedrock

aws, © 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved



| LLM resource hijacking: Premise

Impact
Resource hijacking

1) Threat actor obtains access to AWS account

2) Threat actor enables access to LLMs

Model access i e
To use Bedrock, you must request access to Bedrock's FMs. To do so, you will need to have the correct IAM Permissions [4. For certain models, you may first need to submit use
t r O l I m a Z O n e r O C case details before you are able to request access. More information about these models is available on the Pr
Base models (29) @ Manage model access

Models Access status Modality EULA
[ AI21 Labs
Jurassic-2 Ultra \ e EULA[Z
Jurassic-2 Mid \ccess gr EULA[Z
] Amazon
Titan Embeddings G1 - Text \ccess gr Embedding EULA [Z
Titan Text G1 - Lite \ccess gr Text EULA[Z
Titan Text G1 - Express Ac Text EULA[Z
Titan Image Generator G1 < Image EULA[Z
Titan Multimodal Embeddings G1 \ccess grante Embedding EULA[Z
Titan Text Embeddings V2 Embedding EULA[A
[ Anthropic
Claude 3 Opus v Text & Vision EULA[Z

Claude 3 Sonnet © Available to request Text & Vision EULA[Z

Claude 3 Haiku © Available to request Text & Vision EULA[Z

Claude \ r Text EULA[Z

Claude Instant gr Text EULA[A

[ Cohere

aWS © 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved.
S



LLM resource hijacking: Premise i

Resource hijacking

1) Threat actor obtains access to AWS account

2) Threat actor enables access to LLMs
th rough Amazon Bedrock DA et

Retrieving and generating response

3) Models used and prompts sent:

InvokeModel
InvokeModelWithResponseStream

aWS © 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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LLM resource hijacking: Premise i

Resource hijacking

1) Threat actor obtains access to AWS account

2) Threat actor enables access to LLMs
th rough Amazon Bedrock DA et

Retrieving and generating response

3) Models used and prompts sent:

InvokeModel
InvokeModelWithResponseStream

4) Can be performed in unused
AWS Regions

aWS © 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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LLM resource hijacking: impact
Mitigations Resource hijacking

Use SCPs to limit access to Amazon Bedrock using

Specific principals
Specific Regions

aWS © 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved.
S



Security best practices

aWS © 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Swiss cheese model (industrial accidents)

A failure be traced back to a

accidents are often the




Get the basics right

pb—d Inaccurate AWS account Unintended disclosure of

contact information @ﬂ credentials and secrets
—_—

Ineffective response to Lack of continuous
detective controls (D vulnerability management

Insecure AWS resource
configuration

aWS © 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved.
S
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