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Challenges with security log analysis

Open Cybersecurity Schema Framework

Generative AI in the mix

Agenda
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A typical security investigation scenario

UnauthorizedAccess:IAMUser/InstanceCredentialExfiltration.OutsideAWS
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Challenges

Multiple log
schemas

Additional data
wrangling

Onboarding new
log sources

Management
overhead

Schema
evolution
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Open Cybersecurity Schema Framework (OCSF)

• Framework to render schema

• Security-focused

• Designed for the cloud

• Customizable and extendable

• Self-describing and unambiguous

• Consistent query paths

• Source agnostic taxonomy
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Fundamentals
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Sample OCSF formatted log
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Sample OCSF formatted log

Category



© 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved.

Sample OCSF formatted log

Category

Class
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Sample OCSF formatted log
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Sample OCSF formatted log

Attributes
Attribute types

Category

Class

Object
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Amazon Security Lake

AWS CloudTrail VPC flow logs DNS logs Security agents Firewall

InfoSec
Generative AI 

apps
Database

Amazon Security Lake

AI/ML 
initiative

SIEM

Sources

Subscribers

Write once, read many subscription model 
deduplicating parallel logs

Optimal long-term retention with S3

Consistent formatting for simpler analytics

Centralized management across the world

Automation
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Search: Query at scale to find relevant 

security events within seconds 

Security analytics: Securely and easily 

visualize and analyze your security data or 

send alerts using automated workflows

Detection rules: Customize or use 

prepackaged threat detection rules for your 

OCSF data 

OpenSearch ingestion: Simplify data 

ingestion, filtering, and transformation with 

pre-built pipelines

Amazon 
OpenSearch
Service
Advanced analytical capabilities to query and 
analyze OCSF data with powerful 
visualization and monitoring capabilities
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Analytics tools and service partners

Partner analytics

Amazon
Athena

Amazon
OpenSearch

Service

Amazon 
SageMaker

Service partners

This is not a complete list. To view all AWS Partners for this category, visit 
AWS Partner Solutions Finder. This list of partners is current as of May 13, 2024.
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Generative AI in the mix
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Features and use cases

Capabilities

Contextualizing

Reasoning

Responding

Summarizing
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Features and use cases

Capabilities

Contextualizing

Reasoning

Responding

Summarizing

Use cases

Generating SQL

Chatbots

Automating incident response

Building business insights
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What’s next
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Roadmap

6 categories

32 classes

v1.0.0

Supported by Security Lake

6 categories

43 classes

Observables

v1.1.0

6 categories

58 classes

Query type introduced

v1.2.0

6 categories

59 classes

Event log activity

v1.3.0-dev

Sept 30, 2023 Jan 25, 2024 Apr 23, 2024
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Non-OCSF vs. OCSF

Non-OCSF
Multiple schemas

Attributes per schema

Manual ETL

Data normalizing

Manual partitioning

Schema evolution

Permissions management
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Non-OCSF vs. OCSF

Non-OCSF

Single framework to render schema

Consistent attributes

Managed ETL with Security Lake

Managed data lake with Security Lake

One-click schema upgrades

Seamless connectivity with subscribers

Managed fine-grained permissions

OCSF & Security Lake
Multiple schemas

Attributes per schema

Manual ETL

Data normalizing

Manual partitioning

Schema evolution

Permissions management
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Resources

OCSF schema definition OCSF Slack channel OCSF source code How to develop an Amazon 
Security Lake POC
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Open floor – Q&A
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Query Results

Security Lake 
S3 bucket

AWS Glue crawler

AWS Glue Data Catalog

Amazon Athena
Topics

Named entities

Executive summaries

Amazon QuickSight
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Amazon SageMaker
notebook

Query Results

Amazon Bedrock
(Claude v3)

Amazon Athena SQL 
generation

Event 
summarization

Playbook 
interpretation

Security Lake 
S3 bucket

AWS Glue crawler

AWS Glue Data Catalog
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How it works

User input FM output

Guardrail

Final response

FM inference

Responsible AI policies

Denied topics Content filters Word filterPII redaction
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I can just forward all raw logs into a single S3 
bucket and use Amazon Bedrock to generate 
insights. Why OCSF? 
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My organization has a fully operational SIEM 
solution. How do I justify changing approaches 
to OCSF and generative AI?
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Security logs contain sensitive data. I have 
concerns about inadvertent sensitive data 
exposure using generative AI solutions across 
security logs.
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