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Twilio WAF as a service 

(WaaS) solution
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AWS WAF (Web Application Firewall)
P R O T E C T  Y O U R  W E B  A P P L I C A T I O N S  A N D  A P I S  A G A I N S T  C O M M O N  V U L N E R A B I L I T I E S ,  T A R G E T E D  A T T A C K S ,  

A N D  B O T N E T S

Multi-layered security controls
Protect against sophisticated attacks

Low operational overhead
Fully managed service with ready-
to-use, built-in rules

Customizable security
Powerful rule customizations

Frictionless set up
No application changes required
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AWS Firewall Manager
C E N T R A L L Y  C O N F I G U R E  A N D  M A N A G E  F I R E W A L L  P O L I C I E S  

Central management 

of firewalls

Configure baseline 

security policies

Detect non-compliance 

and remediate
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Amazon OpenSearch Service
S E C U R E L Y  U N L O C K  R E A L - T I M E  S E A R C H ,  M O N I T O R I N G ,  A N D  

A N A L Y S I S  O F  S E C U R I T Y  A N D  O P E R A T I O N A L  D A T A

Managed Cost conscious ObservabilitySecure
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About Twilio 

Born in the cloud in 2008 to 
revolutionize communications for 
developers

Leading CPaaS provider, powering 
startups and the greater global 
digital economy 

Generates over $4 billion in annual 
revenue, facilitating 1.7 trillion 
interactions for 306,000+ customers 

Twilio has been a pioneer in the 
API-first approach
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Enterprise challenges managing AWS WAFs

Growing pains

Resource coverage

Poor observability

Increased time to remediate
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How Twilio manages AWS WAF globally

01
Globally inherited AWS WAF rules
Core rules are applied to all resources 

within the organization

Tag-driven policies 
AWS FMS policies are associated with 

Tags for First Rule Group02
Security maintained safeguards 
Last rule groups are managed by the 

Security Teams and serve as a safety net03
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WaaS architecture

AWS Firewall

Manager

AWS Shield 

Advanced

AWS WAF

AWS Config

Application Load 

Balancer

Amazon API Gateway

Amazon CloudFront

Global Policy

Regional Policy

Change Tracking

Amazon Data 

Firehose

Amazon S3

Amazon OpenSearch Service
OpenSearch 

Security 

Policy

PR Approval

FMS Policy

SSO

AuthN/AuthZ

1

2

3
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Using AWS OpenSearch for Visibility

Access/Permissions tied to IDP
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AWS WAF at scale for enterprise

Centralized through self-service

Auto-enroll new AWS resources

OpenSearch dashboards

Decreased time to remediate
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Key takeaways

Use a framework Start with the 

developer 

Automate as 

appropriate 

Ensure 

observability 



© 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved.

Well-Architected 
Security Pillar

OWASP API Security 

Challenges
Well-Architected 

Hands-on Labs

Call to action
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