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Data lake built on a strong data foundation

Users

£
8@ Yellow

N

Accessing

L

i

Applic

;?N
(e.g., Spark)

Data

— \ \ Yellow



A strong data foundation positions you for generative Al
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Today’s topic: Trusted identity propagation
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AWS IAM Identity Center: Identity support in AWS
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IAM Identity Center for users and their data
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IAM Identity Center: Trusted identity propagation
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Agenda

- Myths and facts: Identity in AWS
- Common challenges with role-based access control for data

« Deep dive into trusted identity propagation in AWS

« Users and generative Al on the AWS identity foundation:
How Amazon Q integrates with identities



Identity in AWS: Myths and facts
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IAM Identity Center: Identity support in AWS
|dentities in your directory — |dentities in your cloud
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Myth: IAM Identity Center replaces my IdP

AWS Cloud

IAM Identity Center
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Fact: IAM Identity Center integrates with your IdP

Identity provider
(e.g., Microsoft Entra ID)

IAM Identity Center

AWS Cloud




| Fact: IAM Identity Center integrates with your IdP

EXAMPLE: MICROSOFT ENTRA ID

Microsoft Entra admin center

Home

Diagnose & solve problems

+ New application Refresh 1 Download (Export) @ rreview info == Columns &l
Favorites Overview

O Overview View, filter, and applications in your organization that are set up to use your Microsoft Entra tenant as th

Identity

#. Diagnose and solve problems The list of applications that are maintained by your organization are in ap

Overview
Manage rch by application na object ID Application type == Enterprise Applications >

Users 8 Al applications 4 applications found

Groups £ Private Network connectors Name 1 Object ID Application ID Homepage URL

\ User settings account.actiy
Devices
App launchers

Applications

Custom authentication

IAM Identity Center as an enterprise application

aWS © 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Myth: IAM Identity Center replaces my AWS account
federation solution

"I ALREADY HAVE A SOLUTION FOR THAT; I DON'T NEED OR WANT A NEW SOLUTION"
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Fact: Synchronizing identities is independent of your
AWS account federation

IF YOUR SOLUTION IS WORKING FOR YOU, KEEP USING IT

o8| AWS account
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Common challenges with
role-based access control
in a data lake
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Group-based access in a data lake
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Group-based access in a data lake
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Group-based access in a data lake
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Group-based access to data via Amazon EMR:
Without identity support
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Group-based access to data via Amazon EMR:
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Approach 1: Separate the compute
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Approach 1: Separate the compute
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Approach 1: Separate the compute
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Approach 1: Separate the compute
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Approach 1: Separate the compute

User in

Red data
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Approach 2: Gate access locally

User in

p Red data
réd group EMR cluster’s
IAM role
Shared EMR
User in cluster [\
|

Blue data
blue group @
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Approach 2: Gate access locally
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Approach 2: Gate access locally

User in

Red data
red group EMR cluster's
IAM role
Shared EMR
U ) cluster
il Blue data
blue group

Problem solved . . .Right?
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Approach 2: Gate access locally

EMR cluster's
IAM role
SBEr IR Red data
red group
Shared EMR
cluster

User in g ®
blue group @

A second (third, etc.) engine
or data application

Blue data
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Amazon EMR with trusted identity propagation
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Amazon EMR with trusted identity propagation
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Amazon EMR with trusted identity propagation
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| Amazon EMR with trusted identity propagation

User in
red group

User in both
groups

User in
blue group

Grantee Permission
Red (Directory Group) SELECT
Blue (Directory Group) SELECT

Resource
Red Table
Blue Table

S/

VT
Shared EMR AWS Lake
cluster Formation

aWS © 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Amazon EMR with trusted identity propagation

User in
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groups
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Red (Directory Group) SELECT
Blue (Directory Group) SELECT

Resource
Red Table
Blue Table

N/

V)
Shared EMR AWS Lake
cluster Formation

Number of grants scales with number of datasets;
not combinatoric
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| Amazon EMR with trusted identity propagation

User in
red group

User in both
groups

User in
blue group

Grantee Permission
Red (Directory Group) SELECT
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Resource
Red Table
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| Amazon EMR with trusted identity propagation

Grantee Permission Resource
Red (Directory Group) SELECT Red Table
User i Blue (Directory Group) SELECT Blue Table
ser in
Red data
red group
Permissions are at the data;
. independent of application used
User in both H
groups YE*'
Shared EMR AWS Lake
) cluster Formation
il m_ Blue data
blue group

aWS © 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Data lake with trusted identity propagation
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Data lake with trusted identity propagation
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Deep dive: Trusted identity
propagation in Amazon EMR
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Quick tour — EMR Studio: Managed notebook environment

~ tudio > Workspaces X : ata- jore - Juy i
@ EMR Studio > Worksp: my-data-explore - Jupyterlab X+

< c 22 e2flnp wemmotebooks-prod.eu-central-1.amazonaws.com/workspace/lab/tree/my-data-explorer.ipynb

File  Edit

Compute

@ This Studio
uses trusted
identity

propagation

EMR on E

1dio without

¥ Compute type

EMR on EC n i NULL |
NULL|
NULL|
rine |
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Quick tour — EMR Studio: Managed notebook environment

~ tudio > Workspaces X : ata- jore - Juy i
@ EMR Studio > Worksp: my-data-explore - Jupyterlab X+

c.emmotebooks-prod.eu-central-1.amazonaws.com,/workspace/lab/tree/my-data-explorer.ipynb

- Compute

@ This Studio
uses trusted
identity

propagation

The following
featur

_ DR This is a standalone application, not
R —— e the AWS Management Console

EMR on El |
cluster, and using +
a runtime role. To I

th |
featurt |
|
+

¥ Compute type

EMR on E
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Quick tour — EMR Studio: Managed notebook environment

~ tudio > Workspaces X : ata- jore - Juy i
@ EMR Studio > Worksp: my-data-explore - Jupyterlab X+

< c 22 e2flnp wemmotebooks-prod.eu-central-1.amazonaws.com/workspace/lab/tree/my-data-explorer.ipynb

File  Edit

Compute

Compute

This Studio
uses trusted
identity

propagation

NOT NULL LIMI

+ Spark Job Progress

appl
laun

Users are authenticated to
your identity provider

auburn|1

¥ Compute type

EMR on E
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Quick tour — EMR Studio: Managed notebook environment

~ tudio > Workspaces X : ata- jore - Juy i
@ EMR Studio > Worksp: my-data-explore - Jupyterlab X+

< c 22 e2flnp wemmotebooks-prod.eu-central-1.amazonaws.com/workspace/lab/tree/my-data-explorer.ipynb

File  Edit

Compute

@ This Studio
uses trusted
identity
propagation
The following

featur

An EMR cluster is
running the submitted
Spark commands . e e et e e 15 o s o

an EMR

+ Spark Job Progress
app:

laun Ee e .

¥ Compute type

I
+
|
|
|
|
I
oo oo B e eeeeeo-

EMR on El

¥ Compute type

EMR on E r @
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Quick tour — EMR Studio: Managed notebook environment

~ tudio > Workspaces X : my-data-explore - Jupyterl
@ EMR Studio > Works -d Jore - J Lab X+

< (&) 22 e2flnp wemmotebooks-prod.eu-central-1.amazonaws.com/workspace/lab/tree/my-data-explorer.ipynb

Authenticated user writing PySpark
code in a Jupyter notebook

manutacturer, model FRI

tommmmmmmm ot e T Tt Y
~manufacturer model
+_____

tundra double cab sr
T-15@ =1t

aWS © 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Rundown of AWS components

- Amazon EMR Studio |

. Amazon EMR cluster G| e st

« AWS Glue Data Catalog _—

« AWS Lake Formation

« Amazon S3 pata Catalog /\

. AWS Identity and Access Management (IAM) seuctred 6t

AWS Lake [ &
Formation @

permissions

=>» User's identity propagates through all of these



Rundown of AWS components

« Amazon EMR Studio

|
v
= UX application — Browser-based notebook environment G EvR studio

= Authenticates the user at the entry point

EMR cluster

Data Catalog

vehicles table S3 bucket with
structured data

icles WHERE year IS NOT NULL LIMIT 5").show()

AWS Lake
Formation
permissions

i¢ b

aWS © 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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| Rundown of AWS components

« Amazon EMR Cluster

= Managed cluster of EC2 instances running Spark

= Needs to read table metadata and data on behalf
of the authenticated user

aws

S

© 2024, Amazon Web Services, Inc. or its

affiliates. All rights reserved.

Data Catalog

AWS Lake
Formation
permissions
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|
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S3 bucket with
structured data




Rundown of AWS components

« AWS Glue Data Catalog

= Hive-compatible metastore

= Contains metadata on databases, tables, schema
(e.g., columns), etc.

= Contains location of underlying structured data
(e.g., in Amazon S3)

aWS © 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved.
S
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| Rundown of AWS components

Tables (4)

View and manage all available tables.
| Q, Filter tables

Clear filters

A | Database v Location v Classification

adult_census_income tip-demo-db s3://tip-demo-data-eu-central- CSV

nyc_listings tip-demo-db s3://tip-demo-data-eu-central- Parguet

us_cities_demographics tip-demo-db s3://tip-demo-data-eu-central- CSV

« AWS Glue Data Catalog

= Hive-compatible metastore < ‘ \

Data Catalog
= Contains metadata on databases, tables, schema
(e.g., columns), etc.

vehicles tip-demo-db s3:/[tip-demo-data-eu-central- CSV

S3 bucket with
structured data

AWS Lake [ &

= Contains location of underlying structured data Formation |
(e.g., in Amazon S3)

aWS © 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Rundown of AWS components

@g@ EMR Studio

EMR cluster

Data Catalog /\

« AWS Lake Formation @ 53 bucket with
structured data
= Permissions service for the AWS Glue P

Data Catalog Formation

permissions

|

o

0,
V=

= Who (users/groups) has access to what (data)

aWS © 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Rundown of AWS components

Data lake permissions (4)

| Q Fi lue | 4 matches

‘ Clear filters |

Principal Princip... ¥ Resour... & | Database v | Table Resource Permissions GE% EMR Studio

9384b892-e011-7096-f3cf-923bb1... IAM Identi... Database tip-demo-db - tip-demo-db Describe
0374d892-f081-7060-eebc-a9306f... IAM Identi... Table tip-demo-db us_cities_demographics us_cities_demographics All
EMR cluster

9384b892-e011-7096-f3cf-923bb1... IAM Identi... Table tip-demo-db vehicles vehicles AlL

9384b892-e011-7096-f3cf-923bb1... IAM Identi... Table tip-demao-db ALL_TABLES ALL_TABLES Describe

Data Catalog

« AWS Lake Formation 53 bucket with

structured data

= Permissions service for the AWS Glue AWS Lake B8

Data Catalog Formation | &

permissions

= Who (users/groups) has access to what (data)

aWS © 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Rundown of AWS components

Data lake permissions (4)

& | dentifiers of directory users and

Clear filters

groups from IAM Identity Center l
v Princip... ¥ | Resour... & | Database v | Table Resource Permissions GE& EMR StUdiO

9384b892-e011-7096-f3cf-923bb1... IAM Identi... Database tip-demo-db - tip-demo-db Describe

Principal

0374d892-f081-7060-eebc-a9306f... IAM Identi... Table tip-demo-db us_cities_demographics us_cities_demographics All

EMR cluster

9384b892-e011-7096-f3cf-923bb1... IAM Identi... Table tip-demo-db vehicles vehicles AlL

9384b892-e011-7096-f3cf-923bb1... IAM Identi... Table tip-demao-db ALL_TABLES ALL_TABLES Describe

Data Catalog

« AWS Lake Formation 53 bucket with

structured data

= Permissions service for the AWS Glue R

Data Catalog Formation | &

permissions

= Who (users/groups) has access to what (data)

aWS © 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Rundown of AWS components

{ |
"userIdentity": { ]
”type” : "AssumedR01 ell , % EMR StUd|O
"arn": "arn:aws:sts::..:RoleForS3Access.."
"onbehalfof": { |
"userid": "63548842-.." e

g - . Access attributed to
eventSource": "s3.amazonaws.com",
"eventName": "GetObject", end user

Data Catalog

X
} S3 bucket with
‘ structured data
AWS Lake [ &
« Amazon S3 Formation | (&
permissions

= Storage for underlying table data
= AWS CloudTrail records include user identifier

aWS © 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Rundown of AWS components

=

« AWS Identity and Access Management (IAM)
= Every step is authenticated and authorized with IAM

= User identity is an overlay on IAM principal identity
= Data perimeters and all other IAM features in effect

aWS © 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved
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Trusted identity propagation in Amazon EMR: Our goal

User in
red group

User in both
groups

User in
blue group
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Trusted identity propagation in Amazon EMR: Our goal

User in
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groups
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Trusted identity propagation in Amazon EMR: Our goal

User in

Red data
red group

&

vw

S AWS Lake Formation grants
User in both =

| 0374d892-f081-7060-eebc-a930&f... IAM Identi... Table tip-demo-db us_cities_demographics
groups @

9384b892-e011-7096-f3cf-923bb1... 1AM Identi... Table tip-demo-db vehicles

User in

Blue data
blue group

aWS © 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Trusted identity propagation in Amazon EMR: Our goal

User in

Red data
red group
“Red"” group with access to “us_cities_demographics"” table
)
S AWS Lake Formation grants
User in both =
_ 0374d892-f081-7060-eebc-a9306f... IAM Identi... Table us_cities_demographics
groups @
9384b892-e011-7096-f3cf-923bb1... IAM Identi... Table vehicles
User in
_ Blue data
blue group
aWS © 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Trusted identity propagation in Amazon EMR: Our goal

User in
Red data
red group
“Red"” group with access to “us_cities_demographics"” table
=
S AWS Lake Formation grants
User in both =
_ 0374d892-f081-7060-eebc-a9306f... IAM Identi... Table tip-demo-db us_cities_demographics
groups @
9384b892-e011-7096-f3cf-923bb1... IAM Identi... Table tip-demo-db vehicles
User in
l _ . : T Blue data
blue group Blue"” group with access to “vehicles” table
aWS © 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Trusted identity propagation at work in Amazon EMR

[5] spark.sql("SELECT region, year, manufacturer,
model, price FROM vehicles|wHere year < 2004

User in LIMIT 5").show() Red data
red group

N iatatale i e e fom e N atatale +

| region|year|manufacturer| model |price|

o iatatale i e e fom e N atatale +

|auburn|1992 | jeep| cherokee| 4500]

|auburn|2001| ford| £450122500]|
User in both |auburn|1968| volvo| 112990 |

|auburn|2003| chrysler| town & country| 9500]|
groups @ |auburn|1966] 11966 C-30 1 ton| 2500]

o iaiatale i et e fom e N atatale +
User in . Blue data
blue group

e
@ AWS Lake Formation grants

0374d892-f0B1-7060-eebc-a9306f... I1AM Identi... tip-demo-db us_cities_demographics

9384b892-e011-7096-f3cf-923bb1... 1AM Identi... tip-demo-db vehicles

aWS © 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Trusted identity propagation at work in Amazon EMR

[5] spark.sql("SELECT city, state, avg( total
population ) AS population FROM

User in us_cities_demographics crour By city, oy ----

red group state ORDER BY population DESC LIMIT 5").show()

An error was encountered:

An error occurred while calling ol13.sql.

: java.io0.IOException:
com.amazon.ws.emr.hadoop.fs.shaded.com.amazonaws.serv
ices.s3.model.AmazonS3Exception: Access Denied..

User in
groups

User i
blue group
AWS Lake Formation grants

0374d892-f081-7060-eebc-ad306f. .. IAM Identi... tip-demo-db

9384b892-e011-7096-f3cf-923bb1... 1AM Identi... tip-demo-db

aWS © 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Trusted identity propagation at work in Amazon EMR

[5] spark.sql("SELECT region, year, manufacturer,
model, price FROM vehicles WHERE year < 2004 LIMIT

5").show()
3 N iatatale i et fmm e N atatale +
User in | region|year|manufacturer| model |price|
o iatatale i et e fom e N atatale +

red grou
9 P |auburn|1992 | jeep| cherokee| 4500]

[6] spark.sql("SELECT city, state, avg( total
population ) AS population FROM

us_cities_demographics GROUP BY city, state ORDER BY

User in both P :
population DESC LIMIT 5").show()

groups @

| city| state|population]
+--—————————- +--—-———-—————- +--—-——————- +
| New York | New York| 8550405.0]|
User in
(]
blue group s
0374d892-f081-7060-eebc-a9306f... IAM Identi...
9384b892-e011-7096-f3cf-923bb1... IAM ldenti...
aWS © 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved.

S

-

tip-demo-db

tip-demo-db

Red data

Blue data

us_cities_demographics

vehicles




Trusted identity propagation: What we got

« Permissions are expressed in direct grants to users/groups
 Scalable permissions in one place: AWS Lake Formation
 User identity propagated fully through: Simplifies audit

« And these permissions will apply to other engines too:
Amazon Athena, Amazon Redshift, Amazon QuickSight, etc.

Userin Red data

userin . C ) T
Blue data

© 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved



Deeper dive: A word on
IAM's role In trusted
identity propagation
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Identity propagation example: Amazon EMR

AMAZON EMR, AWS LAKE FORMATION, AND AMAZON S3

A =

.
User in

blue group

EMR Studio EMR cluster AWS Lake Formation S3 bucket

>

AWS Glue
Data Catalog

aWS © 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Identity propagation: IAM roles

AMAZON EMR, AWS LAKE FORMATION, AND AMAZON S3

EMR identity role

Lake Formation role

A— =
Userin
e grens EMR Studio EMR cluster AWS Lake Formation S3 bucket
EMR EC2 instance
profile role [ —
AWS Glue
Data Catalog

aWS © 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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EMR Studio, IAM, and user identity

|
v

= UX application — notebook environment € e studio

= Authenticates the user at the entry point

EMR cluster

Query the vehicles table

E year IS NOT MULL LIMIT 5").show()

Data Catalog

» Spark Job Progress

S3 bucket with
structured data

. ; “'NS Lake
IAM credentials in notebook rmation

represent the EMR Studio user role nissions
AND the current user

i¢ b

aWS © 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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EMR Studio, IAM, and user identity

|
v

= UX application — notebook environment € e studio

= Authenticates the user at the entry point

EMR cluster

Query the vehicles table

E year IS NOT MULL LIMIT 5").show()

Data Catalog

» Spark Job Progress

S3 bucket with
structured data

. ; “'NS Lake
IAM credentials in notebook rmation

represent the EMR Studio user role nissions
AND the current user

i¢ b

aWS © 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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EMR Studio, IAM, and user identity

|
v

= UX application — notebook environment € e studio

= Authenticates the user at the entry point

EMR cluster

Query the vehicles table

E year IS NOT MULL LIMIT 5").show()

Data Catalog

» Spark Job Progress

S3 bucket with
structured data

. ; “'NS Lake
IAM credentials in notebook rmation

represent the EMR Studio user role nissions
AND the current user

i¢ b

aWS © 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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How IAM roles and user identities work together

EMR Studio

EMR Studio
user role

{
"Effect": "Allow",

"Principal": {

"Service": "elasticmapreduce.amazonaws.com"
},
"Action": [

"sts:AssumeRole",

"sts:SetContext"

]
}

aWS © 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved.
S



How IAM roles and user identities work together

EMR Studio

EMR Studio
user role

{
"Effect": "Allow",

"Principal": {
"Service": "elasticmapreduce.amazonaws.com"

},

"Action": [
"sts:AssumeRole",
"sts:SetContext"

]
} New permission: Include

authenticated user identifier

aWS © 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved.
S



| EMR Studio, IAM, and user identity

EMR Studio EMR cluster

EMR Studio
user role

{
"Effect": "Allow",
"Action":
"elasticmapreduce:GetClusterSessionCredentials”
"Resource": "arn:aws:elasticmapreduce:111122223.."
}

Connect to the cluster for
an interactive session

aWS © 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved.
S



EMR cluster, IAM, and user identity

« Amazon EMR cluster

= Managed cluster of EC2 instances running Spark

= Two IAM roles:

aws

S

— EMR EC2 instance profile role: Represents the cluster
— EMR identity role: Represents the user

© 2024, Amazon Web Services,

, Inc. or

its affiliates. All rights reserve

d.

A
!
- EMR Studio
| ‘é g\
@& % EMR cluster
7\
Data Catalog [ z

—— S3 bucket with

" structured data
AWS Lake
Formation

permissions

@



EMR cluster: EC2 instance profile role

e

EMR cluster

IAM role trust policy (who can assume this role)

{
"Effect": "Allow",
"Principal": {
"Service": "ec2.amazonaws.com"
},
"Action": "sts:AssumeRole" :
} EC2 instance role
aWS © 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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EMR cluster: EC2 instance profile role

aws

S

'Y
A

o

EMR EC2 EMR identity
instance EMR cluster role
profile role

Assume the other IAM role,

including user identity
(EMR identity role)

© 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved.

|AM principal policy (what it can do)

{

}

"Effect": "Allow",

"Action": [
"sts:AssumeRole",
"sts:SetContext"

1,

"Resource": "arn:aws:iam:..:role/EMRIdentityRole"




| EMR security configuration for identity support

Amazon EMR Amazon > EMRonE C igurati > emr-trusted-identity-security-configuration

emr-trusted-identity-security-configuration i

EMR Serverless

Encryption
¥ EMR on EC2 At-rest encryption for Amazon S3 At-rest encryption for local disk In-transit encryption
Clusters

Notebooks and Git repos Turned off Turned off Certificate provider type
Events PEM
Block public access PEM certificate location

Security configurations s3://emr-encryption-in-transit-

entral-1/my-certs.zip

¥ EMR on EKS
Virtual clusters EC2 Instance metadata service

Minimum instance metadata service Time to Live (PUT response hop limit)
¥ EMR Studio version 1
Getting Started Only allow IMDSv2
Stud
Workspaces (Notebooks) Authentication

AWS IAM Identity Center
What's New

Video tour [4

Amazon EMR on EC2 to Identity Center connection

@ compact mode IAM Identity Center connection IAM Identity Center Access to Amazon EMR on EC2

Central am:awsiam:767 :role/EMR-Security-Configuration-Role

IAM Identity Center instance
armn:aws:sso::582 i:application/ssoins-69878138990e6e9d/apl-b4adbf47f56d8474

aWS © 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved.
S



‘ EMR security configuration for identity support

Amazon EMR Amazon EMR » EMR on EC2: Security configurations » emr-trusted-identity-security-configuration

emr-trusted-identity-security-configuration i

EMR Serverless

Encryption
¥ EMR on EC2 At-rest encryption for Amazon S3 At-rest encryption for local disk In-transit encryption
Clusters
Notebooks and Git repos Turned off Turned off Certificate provider type
PEM
Events

Block public access PEM certificate location

Security configurations 53://emr-encryption-in-transit-

¥ EMR on EKS

The EMR cluster will operate on behalf of an
Authentication authenticated user, using this IAM role
AWS 1AM Identity Center

Amazon EMR on EC2 to Identity Center connection

IAM ldentity Center connection IAM ldentity Center Access to Amazon EMR on EC2

Central arn:aws:iam:: :role/EMR-Security-Configuration-Role

IAM ldentity Center instance
arn:aws:sso:: :application/ssoins-69878138990e6e9d/apl-b4adbf47f56d8474

aWS © 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved.
S



EMR cluster: EMR identity role

)

o D

EMR EC2 EMR identity role
instance EMR cluster (security configuration)
profile role

aWS © 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved.
S



EMR cluster: EMR identity role

o D

EMR EC2 EMR identity role
instance EMR cluster (security configuration)
profile role

aWS © 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved.
S



| EMR cluster: EMR identity role

o

EMR identity role
EMR cluster (security configuration)

|AM role trust policy (who can assume this role)

{
"Effect": "Allow",
"Principal": {
"AwWS": "111122223333"
},

"Action": [
"sts:AssumeRole",
"sts:SetContext"
1,
"Condition": {
"ArneEquals": {
"aws:PrincipalArn": "arn:aws:iam:..:EMR_EC2_Instance_Role"

}

aWS © 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved.
S



| EMR cluster: EMR identity role

aws

S

EMR cluster

© 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved.

L

EMR identity role

(security configuration)

|AM principal policy: What it can do

{
"Effect": "Allow",
"Action": "sso-oauth:CreateTokenwithIAM",
"Resource": "arn:aws:sso:..:application/../apl1-123"
3,
{
"Effect": "Allow",
"Action": ["glue:GetDatabase", "glue:GetTable",
"Resource": "."
3,
{
"Effect": "Allow",
"Action": "lakeformation:GetDataAccess",
"Resource": "*"
}

w1




EMR cluster: EMR identity role

aws

S

A

o

EMR identity role
EMR cluster

Pass user identity onward

© 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved.

(security configuration)

|AM principal policy: What it can do

"Effect": "Allow",

"Action": "sso-oauth:CreateTokenwithIAM",
"Resource": "arn:aws:sso:..:application/../apl1-123"
"Effect": "Allow",

"Action": ["glue:GetDatabase", "glue:GetTable",
"Resource": ".."

"Effect": "Allow",

"Action": "lakeformation:GetDataAccess",
"Resource": "*"

w1




EMR cluster: EMR identity role
O

aws

S

o

EMR identity role
EMR cluster

Access DB/table metadata

on behalf of the user

© 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved.

(security configuration)

&
\y,

AWS Glue with metadata
permissions in AWS Lake Formation

|AM principal policy: What it can do

{

"Effect": "Allow",
"Action": "sso-oauth:CreateTokenwithIAM",
"Resource": "arn:aws:sso:..:application/../apl1-123"

"Effect": "Allow",
"Action": ["glue:GetDatabase", "glue:GetTable",
"Resource": ".."

"Effect": "Allow",
"Action": "lakeformation:GetDataAccess",
"Resource": "*"

w1




| EMR cluster: EMR identity role

O
o

Data lake permissions (4)

aWs
~—

B

Principal Princip... ¥ Resour... & |
9384b892-e011-7096-f3cf-923bb1... 1AM |denti... Database
0374d892-f081-7060-eebc-ad306f ... 1AM |denti... Table
89384b892-e011-7096-f3cf-923bb1... 1AM |denti... Table

89384b892-e011-7096-f3cf-923bb1... 1AM Identi... Table

© 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved.

EMR identity role
EMR cluster (security configuiation)

| 4 matches

AWS Glue with metadata
permissions in AWS Lake Formation

|AM principal policy: What it can\do

So.
&

It

X‘ ‘ Clear filters |

Database

tip-demo-db
tip-demo-db
tip-demo-db

tip-demo-db

v |

us_cities_demographics
vehicles

ALL_TABLES

"Resource":

Resource

tip-demo-db
us_cities_demographics
vehicles

ALL_TABLES

.o
"

C

Permissions
Describe

All

All

Describe

ithIam",
ation/../apl1-123"

lTue:GetTable",

ccess",

w1




EMR cluster: EMR identity role

EMR identity role
EMR cluster

(security configuration)

B

\y,

AWS Lake Formation
data permissions

|AM principal policy: What it can do

Request access to Amazon S3
data on behalf of the user

© 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved.

aws

S

{

"Effect": "Allow",
"Action": "sso-oauth:CreateTokenwithIAM",
"Resource": "arn:aws:sso:..:application/../apl1-123"

"Effect": "Allow",
"Action": ["glue:GetDatabase", "glue:GetTable",
"Resource": ".."

"Effect": "Allow",
"Action": "lakeformation:GetDataAccess",
"Resource": "*"

w1




| EMR cluster: EMR identity role

EMR identity role
EMR cluster (security configtration)

AWS Lake Formation

Dashboard

¥ Data Catalog

Datab

Data filters
Data sharing

Crawlers [4

¥ Permissions
Data lake permissions
LF-Tags and permis
Hybrid acc mode

Data locations

Request access to A

¥ Administration

data on behalf of e
Administrative roles and tasks

aWS © 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved. Data lake locations
S

Ay

AWS Lake Formation
data permissions

AWS Lake Formation » Data lake locations

Data lake locations (2)

Q, s3://tip-demo-data-eu-central-1

Data lake location 1AM role

X | 1 match

Location Type

Amazon 53




AWS Lake Formation, IAM, and user identity

@g@ EMR Studio

EMR cluster

Data Catalog /\

S3 bucket with
structured data

« AWS Lake Formation

]

o

0,
V=

= Permissions service for the metadata in AWS Lake
AWS Glue and data locations in Amazon S3 B

= Who (users/groups) has access to what (data)

aWS © 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved.
S



| Lake Formation data location role

X

EM.R |dent|'ty rolg AWS Lake Formation
EMR cluster (security configuration) .
data permissions

aWS © 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved.
S



| Lake Formation data location role

%7“ Lake Formation data
@ location role

EMR cluster AWS Lake qumatlon
data permissions

aWS © 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved.
S



| Lake Formation data location role

EMR cluster
<O
=3
IAM role trust policy (who can assume this role)
{
"Effect": "Allow" ,
"Principal”: {
"Service": "lakeformation.amazonaws.com"
},
"Action": [
"sts:AssumeRole",
"sts:SetContext"
]
}
aWS © 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved.

S

e

AWS Lake Formation
data permissions

e

Lake Formation data
location role



| Lake Formation data location role

EMR cluster
<O
=3
IAM role trust policy (who can assume this role)
{
"Effect": "Allow" ,
"Principal”: {
"Service": "lakeformation.amazonaws.com"
},
"Action": [
"sts:AssumeRole",
"sts:SetContext"
]
}
aWS © 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved.

S

e

AWS Lake Formation
data permissions

e

Lake Formation data
location role



Lake Formation data location role

%7“ Lake Formation data
@ location role

AWS Lake Formation

EMR cluster A
data permissions

9
o=
IAM principal policy: What it can do
{
"Effect": "Allow",
"Action": ["s3:GetObject", "s3:PutObject",.. ],
. . "Resource”: "arn:aws:s3:::example-bucket/*"
Short-term 1AM credentials with exactly the 1,
right Amazon S3 permissions . .. so that the {
cluster can read the tables’' contents "Effect: "Allow", .
Action": "s3:ListBucket",
"Resource": "arn:aws:s3:::example-bucket"
¥

aWS © 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved.
S



Requesting data from Amazon S3 with user’s identity

@gg EMR Studio

EMR cluster

/\@8
X

S3 bucket with
structured data

Data Catalog

AWS Lake [ &2
Formation -~
permissions

aWS © 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved.
S



IAM authentication and authorization at every step

USER IDENTITY AS AN OVERLAY ATOP IAM

EMR identity role

2
A =

Lake Formation role

.
User in

blue group

EMR Studio EMR cluster AWS Lake Formation S3 bucket

e

EMR EC2 instance
profile role

>

AWS Glue
Data Catalog

aWS © 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Adding Amazon S3 “folder”
access: S3 Access Grants

aws
2]



Direct reads and writes to Amazon S3 via

Amazon EMR-Spark

[1] oldCarsDF = spark.sql("SELECT region,
year, manufacturer, model, price FROM
vehicles WHERE year < 2004")

[2] oldCarsDF.count()
47092

User in

blue group [3] oldCarsDF.write.parquet('s3://access-

grants-demo/blue/old-vehicles.parquet”)

Store the result in
Amazon S3

aWS © 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved.
S

cgg EMR Studio

MR cluster

Data Catalog

@ Amazon S3

S3 Access Grants:
Data permissions

%,M AWS Lake Formation:
~/ Metadata and data
permissions



Amazon EMR with Lake Formation and direct-to-S3

AMAZON EMR, AWS LAKE FORMATION, S3 ACCESS GRANTS, AND AMAZON S3

77 S3 bucket:
General data

A =

.
User in

AE e Amazon EMR EMR cluster AWS Lake Formation 53 bucket:
Structured table data
AWS Glue
Data Catalog
aWS © 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Querying a table and writing the result

[1] oldCarsDF = spark.sql("SELECT region, year, 8
manufacturer, model, price FROM vehicles WHERE year <

2004")

[2] oldCarsDF.count() . EMR Studio
47092

Make a new table:
Lake Formation

permissions MR cluster

[3] oldCarsDF.write.parquet('s3://access-grants-

& demo/blue/old-vehicles.parquet") y_
[ /| Data Catalog @ Amazon S3
User in &=

blue group
Lake Formation: S3 Access Grants:
Metadata and data Data permissions
permissions

aWS © 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Querying a table and writing the result

[1] oldCarsDF = spark.sql("SELECT region, year, &
manufacturer, model, price FROM vehicles WHERE year <
2004")

[2] oldCarsDF.count()
47092

MR cluster

. EMR Studio

[3] oldCarsDF.write.parquet('"s3://access-grants-

& demo/blue/old-vehicles.parquet")

Data Catalog

User in [ —
blue group
Store the result in Lake Formation:

Amazon S3 Metadata and data
permissions

@ Amazon S3

S3 Access Grants:
Data permissions

aWS © 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved.
S



| S3 Access Grants: Data access for users and groups

Amazon 53 > Access Grants » Europe (Frankfurt) eu-central-1: default

EUTOpe (Frankfurt) eu-central-1: default Share Instance [4 ‘ ‘ Delete Instance

53 Access Grants provides scalable access control to data sets in your 53 buckets. To share an 53 Access Grants instance with external accounts by using the AWS Resource Access Manager console, choose Share instance. With 53 Access Grants, you can use identities from your
corporate directory or from AWS Identity and Access Management (IAM) to control access. You can create one 53 Access Grants instance per AWS Region per account.

S3 Access Grants instance overview IAM Identity Center info

Amazon Resource Name (ARN) Creation date Account |ID IAM Identity Center instance ARN

am:aws:s3:eu-central-1:767 ¢ October 3, 2023, 12:52:33 (UTC-04:00) 767 arn:aws:sso::5836 :application/ssoins-69878138990e6e9d/apl-baabdf1b1238d660 [4

cess-grants/default

Locations

Users in the blue group (938...) can directly
Grants (6) 1 read and write at this location in Amazon S3

Q, Find by grant scope or grantee

Grant scope Grant ID Permission v | Grantee type Grantee ID [ v | Creation date Location ID Application ARN [A

c9613b03-

s3://access-grants- ) ) . . 9384b892-e011-7096- May 3, 2024, 13:52:41
e889-4501-80d0-5f21ae5 Read, Write Directory identity group . default

demo/blue* f3cf-923bb11261dc (UTC-04:00)
bdBed -

bbc3e56a-

s3:/faccess-grants- , , . 0374d892-f081-7060- May 3, 2024, 13:53:12
demo/red* 1bda-4df2-854d- Read, Write Directory identity group e — default

eebc-a9306f568594 (UTC-04:00)
1f960cac48b9 -

aWS © 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved.
S




Audit: CloudTrail directly attributes access to user

[3] oldCarsDF.write.parquet('s3://access-grants-
demo/blue/old-vehicles.parquet™)

@g@ EMR Studio

MR cluster

{
"userIdentity": {
"type": "AssumedRole", {
"arn": "arn:aws:sts::..:S3AccessGrantsRole.." —
Vs T "onbehalfof": { [ Z Data Catalog @ Amazon S3
blue group "userid": "63548842-.." ‘
}, ) . ) | ake Formation: S3 Access Grants:
"eventSource": "s3.amazonaws.com", Direct attribution of letadata and data Data permissions
"eventName”: "GetObject"”, access event to end user """
}
aWS © 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Adding another analytics
engine: ldentity support in
Amazon Athena workgroups

aws
2]



Adding a second analytics engine: Amazon Athena

/\8@

S3 bucket:
General data

RE;

S3 Access Grants

EMR cluster

L —

Userin
blue group Amazon AWS Lake Formation S3 bucket: Structured
EMR Studio table data
Amazon Athena workgroup 8 _i
AWS Glue
Data Catalog
aWS © 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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| Athena SQL query editor in EMR Studio

EMR Studio » Query editor

Editor Recent queries Saved queries Settings Workgroup | identity-aware-wor... ¥

Data C < Query1 @ X | @ Query3 ! X | @ Queryd i X

IRl 5cLccT * FROM "tip-demo-db”."vehicles” limit 18;

Data source

‘ AwsDataCatalog v ‘ A
SQL  Ln1,Col1 3= {&

Database

tip-d -db v a . o

‘ 'p-demo ‘ Run again Explain [ ‘ Clear | ‘ Create ¥ D Reuse query results
up to 60 minutes ago /_’

Tables and views &

‘ Q, Filter tables and views ‘

Query results Query stats

) Completed Time in queue: 609 ms Run time: 1.337 sec Data scanned: 3.81 MB

v Tables (4)

adult_census_income Results (10) Copy ‘ ‘ View in 53 [4

us_cities_demographics
url region v region_url

=
[F nyc_listings Search row 1 &
=
]

vehicles

Vi (0) 7312841671 https://bellingham.craigslist.org/ctd/d/bellingham-2015-toyota-camry-xse-sedan/7312841671.html bellingham https://bellingham.
1ews ((

7312841315 https://bellingham.craigslist.org/ctd/d/bellingham-2012-bmw-x5-xdrive35i/7312841315.html bellingham https://bellingham.

7312841222 https://bellingham.craigslist.org/ctd/d/bellingham-2010-bmw-x5-xdrive35d/7312841222.html bellingham https://bellingham.

aWS © 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Identity-aware queries through Amazon Athena

v
v
X

S3 bucket:
General data

S3 Access Grants

EMR cluster

L —

User in
FROM vehicles.. .
blue group Amazon AN AWS Lake Formation 53 bucket:
EMR Studio Structured table data
Amazon Athena workgroup [ _i
AWS Glue
Data Catalog
aWS © 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Identity-aware queries through Amazon Athena

v
v
X

S3 bucket:
General data

® &,

S3 Access Grants

EMR cluster

—

Userin
s gl Amazon AWS Lake Formation 53 bucket:
EMR Studio Structured table data
.\ v Table metadata access
Amazon Athena workgroup —=—|| (via Lake Formation grants)
AWS Glue
Data Catalog
aWS © 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Identity-aware queries through Amazon Athena

v
v
X

S3 bucket:
General data

RE

S3 Access Grants

EMR cluster

—

Userin
AE e Amazon AWS Lake Formation 53 bucket:
EMR Studio Structured table data
Table data access
. (via Lake Formation grants)
Amazon Athena workgroup —i
AWS Glue
Data Catalog
aWS © 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Identity-aware queries through Amazon Athena

Output location access
Q v (via S3 Access Grants)
v
b ¢

/\8@

S3 bucket:
General data

® E,

S3 Access Grants

EMR cluster

L —

Userin
blue group Amazon AWS Lake Formation S3 bucket: Structured
EMR Studio table data
Amazon Athena workgroup [ _i
AWS Glue
Data Catalog
aWS © 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Identity-aware queries through Amazon Athena

/\8@

S3 bucket:
General data

RE;

S3 Access Grants

EMR cluster

L —

T SELECT *
i FROM vehicles
blue group e \ AWS Lake Formation 53 bucket:
EMR Studio Structured table data
Amazon Athena workgroup 8 _i
AWS Glue
Data Catalog

aWS © 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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User output locations in Athena with S3 Access Grants

Amazon 53 » Acce rants » Europe (Frankfurt) eu-central-1: default

Europe (Frankfurt) eu-central-1: default .-

53 Access Grants provides scalable access control to data sets in your S3 buckets. To share an S3 Access Grants instance with external accounts by using the AWS Resource Access Manager co

Grants, you can use identities from your corporate directory or from AWS Identity and Access Management (IAM) to control access. You can create one S3 Access Grants instance per AWS Reg

S3 Access Grants instance overview info IAM Identity Center info

Creation date ! 1AM Identity Center instance ARN

arneaws:s3-eu-central-1- October 3, 2023, 12:52:33 (UTC-04:00)

-access-grants/default

Locations

Sants®) we Each user has access to a
personal output folder

Grant scope Grant ID Permission Grantee type Grantee ID [

5563c71a-
4580-440c- Read, Write Directory identity user
8534-09503e066b7f

53:/ faccess-grants-demo/athena-workgroup-output
/63548842-6061-T70f8-2e92-46309552daf8*

53:/ faccess-grants-demo/athena-workgroup-output 66ce95e5-53d2-43ff-

Read, Write Directory identity user
/b374e8e2-d0d1-70a7-3041-07f336187b3a* b0f3-ccdc01b1b969

aWS © 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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| User output locations in Athena with S3 Access Grants

Amazon 3 » Buckets » access-grants-demo » athena-workgroup-output/

athena-workgroup-output/

Objects Properties

Objects (2) info |E‘

Objects are the fundamental entities stored in Amazon 53. You can use Amazon 53 inventory E to get a list of all objects

Find abjects by prefix

User-specific output folders

from Athena queries
LY

Folder

Folder

aWS © 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Identity in generative Al:
Amazon Q Business and
Amazon Q Developer

aws
2]



Generative Al atop a strong data foundation

Users Accessing Data

e

Amazon Q Business

E application
©
8@ Yellow aj Yellow




Example: Amazon Q Business application

v Amazon Q X +

= Cc 23 din chat.gbusiness.us-east-1.on.aws/#/chat

Q @ Conversations @

Chat
Recent chats

What resources should be authorized
as part of an API call?

May 08, 2024

What is a Service Principal in IAM? ©

Amazon Q Business

Your generative Al assistant for work

© Ask me a question about how AWS customers expect |IAM to work.
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Identity support in AWS analytics services
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Supporting identity from your own applications
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