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Abstract

In this lightning talk, learn how PreVeil’s encrypted email and file sharing products 
were configured to meet FedRAMP Equivalency controls for Defense Industrial 
Base (DIB) contractors by SecureIT, an AWS Global Security & Compliance 
Acceleration (GSCA) Partner and FedRAMP/CMMC 3PAO.

https://www.prweb.com/releases/preveil-first-company-to-achieve-department-of-defense-fedramp-moderate-equivalency-302084624.html 

https://www.prweb.com/releases/preveil-first-company-to-achieve-department-of-defense-fedramp-moderate-equivalency-302084624.html
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GSCA Partners 

SecureIT’s range of security and compliance 

advisory services supports companies at all 

stages in their AWS journeys

Whether you’re just beginning to investigate 

what AWS means to your security and 

compliance requirements, or you need an 

experienced compliance expert to perform your 

security assessment, SecureIT is an AWS Partner 

that provides practical and flexible expertise

PreVeil’s File Sharing and Email platform 

enables contractors to protect CUI with 

end-to-end encryption and supports 102 

out of 110 NIST 800-171 controls

Contractors can achieve Zero Trust security 

for CUI and demonstrate substantial 

compliance with DFARS 7012 and CMMC
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Background – FedRAMP Equivalency 

The requirement for defense contractors to use FedRAMP equivalent 
cloud services to store and process Controlled Unclassified Information 
(CUI) stems from the DFARS 252.204-7012(b)(2(ii)(D) clause, which 
states:

“If the Contractor intends to use an external cloud service provider to store, 
process, or transmit any covered defense information in performance of this 
contract, the Contractor shall require and ensure that the cloud service provider 
meets security requirements equivalent to those established by the Government 
for the Federal Risk and Authorization Management Program (FedRAMP) 
Moderate baseline.”

Thomson Reuters, “2023 Risk & Compliance Report.”© 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Protecting Controlled Unclassified Information

The NIST 800-171 document is a 
companion to NIST 800-53 and dictates 
how contractors and subcontractors of 
federal agencies should manage 
Controlled Unclassified Information 
(CUI). It’s also designed specifically for 
nonfederal information systems and 
organizations.

The origins of NIST 800-171 come from 
Executive Order 13556, signed by 
President Obama in 2010, mandating 
that all U.S. federal agencies safeguard 
CUI more stringently. 

https://www.varonis.com/blog/nist-800-53/?hsLang=en
https://www.gpo.gov/fdsys/pkg/FR-2010-11-09/pdf/2010-28360.pdf


© 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved.

Benefits of using GSCA Program Partners

Deep security and 
compliance expertise

Expert vetted AWS Partners 
with diverse technical and 

industry expertise

Global presence

Partners with regional 
presence in NAMER, ANZ, 

APJ, EMEA, and more

GSCA Program Partners have 
built pre-vetted solutions to 

meet compliance goals 

Comprehensive compliance 
solutions via AWS 

Marketplace
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How the engagement process works
E N D - T O - E N D  C O M P L I A N C E  S U P P O R T  F O R  A W S  P A R T N E R S

Initial 30-min intro call

• GSCA Program overview

• Compliance process overview

• Available AWS resources

Ongoing support & 

engagement

The GSCA team is here to support 

the ISVs and Partners throughout 

the compliance lifecycle

Connect the ISVs with GSCA 

Partners that can help with their 

compliance journey

Connect Partners with 

GSCA Partners
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GSCA content

Websites

GSCA customer site

GSCA Partner site

GSCA Partner Bundles site

GSCA AWS Marketplace 

solutions page

Videos

GSCA YouTube channel

GSCA (ATO on AWS) APN 

TV page

Case studies

Partner case studies

https://aws.amazon.com/partners/programs/gsca/
https://aws.amazon.com/partners/programs/gsca/partners/
https://aws.amazon.com/partners/programs/gsca/bundles/
https://aws.amazon.com/marketplace/solutions/security/governance-risk-compliance?ref_=awsmp_sol_sec_mss_lp
https://aws.amazon.com/marketplace/solutions/security/governance-risk-compliance?ref_=awsmp_sol_sec_mss_lp
https://www.youtube.com/watch?v=W6jlDur1Yos
https://aws.amazon.com/partners/tv/series/authority-to-operate/?apn-tv-cards.sort-by=item.additionalFields.sortPriority&apn-tv-cards.sort-order=desc&awsf.type=*all&awsf.topic=*all&awsf.industry=*all&awsf.partner=*all&awsf.use-case=*all
https://aws.amazon.com/partners/tv/series/authority-to-operate/?apn-tv-cards.sort-by=item.additionalFields.sortPriority&apn-tv-cards.sort-order=desc&awsf.type=*all&awsf.topic=*all&awsf.industry=*all&awsf.partner=*all&awsf.use-case=*all
https://aws.amazon.com/partners/success/
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Explore resources from GSCA

Comply with confidence

Connect with the GSCA team

Launch faster
Find GSCA Program Partners for your compliance needs

Navigate your compliance responsibilities
Reference the GSCA Customer Compliance Guide for security best practice guidance 
mapped to various compliance frameworks

aws.amazon.com/partners/programs/gsca/ 

aws.amazon.com/partners/programs/gsca/bundles/

Streamline compliance
Provision GSCA Partner Bundles on AWS Marketplace
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