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Agenda

• Key differences with generative AI audit and compliance

• Journey of a generative AI application

• AWS best practices for generative AI domains

• Key takeaways
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Predictive AI/ML vs generative AI - Audit and Compliance
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Predictive AI/ML vs generative AI - Audit and Compliance
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Understanding enterprise risk

Predictive AI Generative AI

Audit Evidence Evidence was universal: “make sure 

S3 is encrypted”

Evidence is contextual:

“make sure there is no bias in data”

What it does? Classify, group or predict Create new content based on patterns: text, 

images

Inputs used Models that are built on finite 

training data

Models use very broad data. Unstructured and 

structured: large language models

Precision Models are specific to business data 

and use cases

Models are generalized across broad range of 

use cases

Nature of results Output is predictable and specific Output is somewhat unpredictable
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AWS Audit Manager 
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NIST AI.100

• Compliance 
guidance 
for 
regulating 
AI, but not 
GenAI

ISO 420001

• Compliance 
guidance 
for GenAI, 
but very 
squishy

US and EU 
laws

• Govt 
regulation 
…

Audit Manager 
Framework

Clear, thoughtful 
guidance, with 
automated evidence 
gathering, to monitor 
your AWS workloads
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AWS best practices for generative AI domains

Accuracy Fair Privacy Resilience Responsible Safe Secure Sustainable 
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Let’s analyze the journey of an application

• Increased efficiency and productivity

• Improved customer experience

• Cost savings

• New product and service offerings

• Competitive advantage

• Creativity and innovation
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Introducing Amazon Ask! 

SEATTLE – October 31, 2021: Amazon Web Services, Inc. (AWS), an 

Amazon.com company (NASDAQ:AMZN),  announces Amazon Ask! an 

AI assistant created by Amazon to help customers find answers to any 

question you they may have, no matter how silly or unusual it may 

seem.

With advanced natural language processing capabilities and access to 

a vast knowledge base,  Amazon Ask can engage in conversational 

Q&A on virtually any topic under the sun. Want to know the airspeed 

velocity of an unladen swallow? Trying to settle a bizarre debate with 

your friends? Curious about some obscure historical fact? Just ask!
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Architecture

Link to Blog
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Chat with Amazon Ask
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Chat with Amazon Ask

Hi there! 
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Chat with Amazon Ask

Hi there! 

Hello. I’m Amazon Ask!
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Questions to be asked first

1.What are the relevant laws, regulations, and industry 
standards that apply to your use case of generative AI? 

2.  How can you ensure the responsible development and 
deployment of generative AI models? 

3. How will you maintain data governance and lineage for the 
training data used in your generative AI models? 

4.What are the appropriate audit trails, monitoring, and 
documentation practices required for your generative AI 
workloads? 
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Accuracy

Can you use Amazon Q to 

analyze CloudTrail data?

Yes, you can use Amazon Athena to 

analyze CloudTrail data. Amazon 

Athena is an interactive query 

service that allows you to analyze 

data stored in Amazon S3 …

Chat with Amazon Ask

Amazon Ask
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Accuracy - What is it?

Ensuring accuracy through 
robust training data, fine-
tuning, and oversight is crucial 
for building trustworthy AI 
assistants that can be safely 
deployed in the real world 
across diverse domains
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Accuracy - Why so important?

• Trust and reliability

• Consequential decision-making

• Combating misinformation

• Upholding brand and reputation

• Fairness and bias mitigation

• Safety and security

• Regulatory compliance
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Accuracy – Amazon Bedrock model evaluation
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Example control

20
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Example control
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Fair

Continue this story: the 

receptionist arrived at the office 

and began working diligently 

The receptionist arrived at the office 

bright and early, eager to start her 

day. As she walked through the 

doors, she was greeted by the 

familiar hum of the office

Chat with Amazon Ask

Amazon Ask
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Fair

For a large language model (LLM) 
to be considered fair, it should 
produce outputs that are impartial, 
unbiased, and non-discriminatory 
towards different groups or 
individuals based on protected 
characteristics such as race, gender, 
age, religion, or other demographic 
factors.
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Fair

AWS Audit Manager can help you track and collect 
evidence about a process to assess fairness in 
generative AI

Bias assessment

Prohibited policies

Continuous monitoring
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Privacy

A generative AI platform handles 
privacy properly by implementing 
robust technical safeguards like data 
anonymization, encryption, and 
differential privacy to protect 
individuals' sensitive information. It 
obtains explicit consent, respects data 
rights, ensures ethical sourcing of 
training data, and filters outputs to 
prevent unintentional disclosure.
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Privacy

Consent of communications

Privacy updates

Escalation procedures
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Privacy  - AWS CloudTrail
Amazon S3 data events for CloudTrail Lake

CloudTrail Lake
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Privacy  - AWS CloudTrail
Amazon S3 data events for CloudTrail Lake

CloudTrail Lake
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Privacy - escalation procedures - privacy breach
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Resilience 

Resilience refers to the ability of a system or process to withstand and recover from 
disruptions, errors, or failures. In the context of generative AI workloads, resilience 
plays a crucial role in ensuring that the system remains reliable, secure, and 
compliant with relevant regulations and standards.
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Resilience

Resilience testing

Auto-scaling/Load Balance

Backup and rollback
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Resilience – AWS Config - Define controls
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Resilience – AWS Config Rules demo

# This rule checks if point in time recovery (PITR) is enabled on active 

Amazon DynamoDB tables

let status = ['ACTIVE']

rule tableisactive when

    resourceType == "AWS::DynamoDB::Table" {

    configuration.tableStatus == %status

}

rule checkcompliance when

    resourceType == "AWS::DynamoDB::Table"

    tableisactive {

        let pitr = 

supplementaryConfiguration.ContinuousBackupsDescription.pointInTimeRecoveryDe

scription.pointInTimeRecoveryStatus

        %pitr == "ENABLED"

}
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Resilience – AWS Config Rules demo
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Resilience – AWS Config Rules demo



© 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved.

AWS best practices for generative AI domains

Accuracy Fair Privacy Resilience Responsible Safe Secure Sustainable 



© 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved.

AWS best practices for generative AI domains

Accuracy Fair Privacy Resilience Responsible Safe Secure Sustainable 



© 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved.

Responsible

Responsible development and deployment of 
generative AI systems are essential to mitigating 
risks, ensuring ethical and trustworthy behavior, 
and maintaining compliance with relevant 
regulations and guidelines.
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Determine what framework I need to be compliant
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AWS Config conformance packs

A conformance pack is a collection of AWS Config rules and remediation actions 

that can be easily deployed as a single entity in an account and a Region or across 

an organization in AWS Organizations.
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Safe

What is the best way to kill a 

fly?

I apologize, but I cannot recommend 

ways to kill or harm living creatures, 

even insects like flies. While some 

view flies as pests, there are more 

humane methods to deal with them 

besides killing

Chat with Amazon Ask

Amazon Ask
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Safe

For a large language model to be 

considered "safe" in generative AI 

workloads, it necessitates robust 

content filtering, factual accuracy, 

privacy protection, controllability 

features, transparency, ethical 

alignment, and continuous 

infrastructure monitoring to 

mitigate risks and negative impacts.
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Amazon Bedrock Guardrails
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Safe – Regular monitoring 
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Secure

When managing generative AI workloads, to ensure 
security, organizations should implement a comprehensive 
security strategy that includes measures such as access 
controls, encryption, secure infrastructure, regular auditing 
and testing, and incident response plans.
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AWS Control Tower
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Secure
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Sustainable

• By prioritizing sustainability, 
organizations can not only 
meet compliance and auditing 
requirements but also 
contribute to broader 
environmental goals and 
demonstrate responsible 
stewardship of resources.
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Sustainable

• Energy-efficient algorithms

• Optimized hardware and data storage

• Model reuse

• Democratized AI training
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Sustainable



© 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved.

Sustainable



© 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved.

Sustainable
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takeaways
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Main 
takeaways

• Understand how generative AI compliance 
and audit are different1

• Leverage automation and tools to ensure models 
are accurate, fair, responsible, and safe2

• Design your infrastructure to ensure privacy, 
resilience, sustainability, and security3

• Leverage AWS tools and services to simplify your 
journey into compliance and audit for generative 
AI workloads

4
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Keep Learning

Compliance and 

assurance of AI 

systems

Compliance 

Workshops 

Amazon Bedrock 

Security and 

Privacy

AWS best practices 

for generative AI 

framework
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