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Reimagines the experience across the entire
Am a zo n Q software development lifecycle (SDLC)
Developer

Helps developers and IT professionals build and manage secure,
scalable, and highly available applications

Helps you write, debug, test, optimize, and
upgrade your code faster

Converses with you to explore new AWS capabilities, learn
unfamiliar technologies, and architect solutions

for
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modernize

O,
Maintain and

Amazon Q supports developers across the SDLC
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Do you know where you code is coming from?

Third-party reference code
Developer forums i
Sample projects

Open-source libraries ——

Package managers

aws, 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved



What types of issues are out there?

Inadvertent resource disclosures
SQL injection

Cross-site scripting

Hardcoded passwords

Database connection strings

Service misconfiguration

Unprotected service endpoints
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Security scanning capabilities

Scan generated and developer-written code to
detect security issues

S lambda_function.py

Receive issue remediation suggestions Not setting the S3 bucket owner condition might introd
accidentally using a wrong bucket. For example, a confic
lead to accidentally writing production data into test ac

Scan for hard-to-find security issues
The elevated privilege level required to perform operati
immediately after the operation is performed.

Supports VS Code and JetBrains IDEs for multiple
programming |anguages Recreating AWS clients from scratch in each Lambda fu:

expensive and can lead to availability risks. Clients shou
invocations.
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Behind the scenes

POWERED BY AMAZON CODEGURU
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Amazon CodeGuru
Detector Library

Trained on decades of knowledge and experience across millions of code reviews

Java & Python Js JavaScript IS TypeScript @ c#

CloudFormation W Terraform s Go 4 Ruby ICHe @ C++

docs.aws.amazon.com/codeguru/detector-library



https://docs.aws.amazon.com/codeguru/detector-library/
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export class KedaAddOn extends HelmAddOn {

> ClusterLogg Aa ab, % Noresults T L = X ]

readonly options: KedaAddOnProps;

constructor(props?: KedaAddOnProps) {
super({...defaultProps, ...props}); '
this.options = this.props as KedaAddOnProps; -

1

i

deploy(clusterInfo: ClusterInfo): Promise<Construct> { 1

-
k

1% %

const cluster = clusterInfo.cluster;
let values: Values = populateValues(this.options); |
values = merge(values, this.props.values ?? {});

- (this.options.ii.vliggRoles!.length >0) {

//Create-Sexrvice Account -with-IRSA 1
const opts = { name: this.options.kedaOperatorName, namespace: this.options.namespace };
const sa = cluster.addServiceAccount(this.options.kedaServiceAccountName!, opts);
setRoles(sa,this.options.irsaRoles!);

const namespace = createNamespace(this.options.namespace! , cluster);
sa.node.addDependency (namespace) ; -

const chart = this.addHelmChart(clusterInfo, values);
chart.node.addDependency(sa);
return Promise.resolve(chart);

else f

//Let dea Create-Service-account- - for-you. -This-is-controlled by flag helmOptions.createServiceAccount- (refe
const chart = this.addHelmChart(clusterInfo, values);

return Promise.resolve(chart);
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Amazon Q Developer in your software workflow

Trained by AWS

Amazon Q Developer < @
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Detect security and Suggesti.ons.with
quality issues and customizations
remediation
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| What are we scanning

Resource Auto scans Project scans
Maximum input artifact size 200 KB 500 VB
Maximum source code size 200 KB 50 MB
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Supported programming languages

Detection Automatic code fix

Java —Java 17 and earlier
JavaScript — ECMAScript 2021 and earlier
Python — Python 3.11 and earlier (Python 3)

C# — All versions (.Net 6.0 and later recommended)

TypeScript — All versions

Ruby — Ruby 2.7 and 3.2

Go—-Go 1.18

Infrastructure as Code

AWS CloudFormation

Terraform —1.6.2 and earlier
AWS CDK — TypeScript and Python

. N
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Amazon Q Developer security scanning

SERVICE LIMITS - AWS.AMAZON.COM/Q/DEVELOPER/PRICING

50

Security scans per month

Amazon Q Developer Free Tier
Free
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Get started today with Amazon Q|

&

Install Amazon Q plugin in VS Code or IntelliJ
Try out for
Click
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EXTENSIONS: MARKETPLACE 8 Extension: Amazon Q X

Amazon T
Amazon Q vi.4.0
Amazon Q De28ms g
Amazon Q is your generative Al-powered assistan... Amazon Web Services #) smezon.con
© Amazon Web Services &
m  Amazon EMR Toolkit > 2K Disable| Uninstall & 2

G& ; SUROPSTE SUNCIG SPat s 208 This extension is enabled globally.
Am MR -

. Amazon Step Function Workflow Validator < 8« DETAILS

is jate AWS Step Function State Machine

2 Inline code suggestions

Amazon - Rule Writing =37

. 3 SFO% S MPSTINY 3 IO W ToN Code faster with inline code suggestions as you type.
Maciej $wiatek K Install

‘ Maciej Swigtek-Brzezirsk Install
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& Am e install
amazonFrog 19 *5 . ©
Tiago Marcia Amazon Q
AWS CLI Configure |

I Pause Auto-Suggestions Currently RUNNING

CloudFormation Linter

“ AWS CloudFormation template </> Open Code Reference Log

&7 Try inline suggestion examples

&> Run Project Scan

[ Open Chat Panel

¢4 Send Feedback

C? Connect with us on Github

E] View Documentation

{E} Open Settings

1= Sign Out Connected with AWS Builder ID

XPack (AWS)

rank

lexa Skills Kit (ASK) CLI Configure

0 D AmazonQ

using AWS Builder ID
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Amazon Q is your generative Al-powered assistant acro
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Security Scans
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to invoke security scanning

Plugins

Q- Amazon Q

Search Results (4) Sort By: Relevance ~

@ Amazon Q v

aws AWS Core v
-
aws AWS Toolkit 4
1

. Elasticsearch Query ...

I1J

DE plugins

Settings
Marketplace Installed ©
CodeTools  Security  Code Editing  Completion ode Qu
Amazon Q
Amazon Web Services Plugin homepage 2
Disable 3.3-233
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Inline code suggestions

Code faster with inline code suggestions as you type.
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